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QUESTION 1

You are the owner of a growing company, SpeeDelivery, which provides courier services. You decide that it is time to
draw up a risk analysis for your information system. This includes an inventoryof threats and risks. What is the relation
between a threat, risk and risk analysis? 

A. A risk analysis identifies threats from the known risks. 

B. A risk analysis is used to clarify which threats are relevant and what risks they involve. 

C. A riskanalysis is used to remove the risk of a threat. 

D. Risk analyses help to find a balance between threats and risks. 

Correct Answer: B 

 

QUESTION 2

Select risk control activities for domain "10. Encryption" of ISO / 27002: 2013 (Choose two) 

A. Work in safe areas 

B. Cryptographic Controls Use Policy 

C. Physical security perimeter 

D. Key management 

Correct Answer: BD 

 

QUESTION 3

Peter works at the company Midwest Insurance. His manager, Linda, asks him to send the terms and conditions for a
life insurance policy to Rachel, a client. Who determines the value of the information in the insurance terms and
conditions document? 

A. The recipient, Rachel 

B. The person who drafted the insurance terms and conditions 

C. The manager, Linda 

D. The sender, Peter 

Correct Answer: A 

 

QUESTION 4

What do employees need to know to report a security incident? 
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A. How to report an incident and to whom. 

B. Whether the incident has occurred before and what was the resulting damage. 

C. The measures that should have been taken to prevent the incident in the first place. 

D. Who is responsible for the incident and whether it was intentional. 

Correct Answer: A 

 

QUESTION 5

What is the best description of a risk analysis? 

A. A risk analysis is a method of mapping risks without looking at company processes. 

B. A risk analysis helps to estimate the risks and develop the appropriate security measures. 

C. A risk analysis calculates the exact financial consequences of damages. 

Correct Answer: B 
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