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QUESTION 1

What is the standard definition of ISMS? 

A. Is an information security systematic approach to achieve business objectives for implementation, establishing,
reviewing,operating and maintaining organization\\'s reputation. 

B. A company wide business objectives to achieve information security awareness for establishing, implementing,
operating, monitoring, reviewing, maintaining and improving 

C. A project-based approach to achieve business objectives for establishing, implementing, operating, monitoring,
reviewing, maintaining and improving an organization\\'s information security 

D. A systematic approach for establishing, implementing, operating,monitoring, reviewing, maintaining and improving an
organization\\'s information security to achieve business objectives. 

Correct Answer: D 

 

QUESTION 2

After a devastating office fire, all staff are moved to other branches of the company. At what moment in the incident
management process is this measure effectuated? 

A. Between incident and damage 

B. Between detection and classification 

C. Between recovery and normal operations 

D. Between classification and escalation 

Correct Answer: A 

 

QUESTION 3

How is the purpose of information security policy best described? 

A. An information security policy documents the analysis of risks and the search for countermeasures. 

B. An information security policy provides direction and support to the management regarding information security. 

C. An information security policy makes the security plan concrete by providing it with the necessary details. 

D. An information security policy provides insight into threats and the possible consequences. 

Correct Answer: B 

 

QUESTION 4
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An administration office is going to determine the dangers to which it is exposed. 

What do we call a possible event that can have a disruptive effect on the reliability of information? 

A. dependency 

B. threat 

C. vulnerability 

D. risk 

Correct Answer: B 

 

QUESTION 5

Changes on project-managed applications or database should undergo the change control process as documented. 

A. True 

B. False 

Correct Answer: A 
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