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QUESTION 1

Which of the following is a preventive security measure? 

A. Installing logging and monitoring software 

B. Shutting down the Internet connection after an attack 

C. Storing sensitive information in a data save 

Correct Answer: C 

 

QUESTION 2

Someone from a large tech company calls you on behalf of your company to check the health of your PC, and therefore
needs your user-id and password. What type of threat is this? 

A. Social engineering threat 

B. Organisational threat 

C. Technical threat 

D. Malware threat 

Correct Answer: A 

 

QUESTION 3

Which department maintain\\'s contacts with law enforcement authorities, regulatory bodies, information service
providers and telecommunications service providers depending on the service required? 

A. COO 

B. CISO 

C. CSM 

D. MRO 

Correct Answer: B 

 

 

QUESTION 4

Changes to the information processing facilities shall be done in controlled manner. 

A. True 
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B. False 

Correct Answer: A 

 

QUESTION 5

A hacker gains access to a web server and reads the credit card numbers stored on that server. Which security principle
is violated? 

A. Availability 

B. Confidentiality 

C. Integrity 

D. Authenticity 

Correct Answer: B 
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