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QUESTION 1

You see a blue color sticker on certain physical assets. What does this signify? 

A. The asset is very high critical and its failure affects the entire organization 

B. The asset with blue stickers should be kept air conditioned at all times 

C. The asset is high critical and its failure will affect a group/s/project\\'s work in the organization 

D. The asset is critical and the impact is restricted to an employee only 

Correct Answer: C 

 

QUESTION 2

You are the lead auditor of the courier company SpeeDelivery. You have carried out a risk analysis and now want to
determine your risk strategy. You decide to take measures for the large risks but not for the small risks. 

What is this risk strategy called? 

A. Risk bearing 

B. Risk avoidance 

C. Risk neutral 

D. Risk skipping 

Correct Answer: A 

 

QUESTION 3

After a devastating office fire, all staff are moved to other branches of the company. At what moment in the incident
management process is this measure effectuated? 

A. Between incident and damage 

B. Between detection and classification 

C. Between recovery and normal operations 

D. Between classification and escalation 

Correct Answer: A 

 

QUESTION 4

What type of measure involves the stopping of possible consequences of security incidents? 
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A. Corrective 

B. Detective 

C. Repressive 

D. Preventive 

Correct Answer: C 

 

QUESTION 5

A well-executed risk analysis provides a great deal of useful information. A risk analysis has four main objectives. What
is not one of the four main objectives of a risk analysis? 

A. Identifying assets and their value 

B. Implementing counter measures 

C. Establishing a balance between the costs of an incident and the costs of a security measure 

D. Determining relevant vulnerabilities and threats 

Correct Answer: B 
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