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QUESTION 1

The handling of security incidents is done by the incident management process under guidelines of information security
management. These guidelines call for several types of mitigation plans.

Which mitigation plan covers short-term recovery after a security incident has occurred?
A. The Business Continuity Plan (BCP)

B. The disaster recovery plan

C. The incident response plan

D. The risk treatment plan

Correct Answer: C

QUESTION 2

A security manager for a large company has the task to achieve physical protection for corporate data stores.
Through which control can physical protection be achieved?

A. Having visitors sign in and out of the corporate datacenter

B. Using a firewall to prevent access to the network infrastructure

C. Using access control lists to prevent logical access to organizational infrastructure

D. Using key access controls for employees needing access

Correct Answer: D

QUESTION 3

In a company the IT strategy is migrating towards a Service Oriented Architecture (SOA) so that migrating to the cloud
is better feasible in the future. The security architect is asked to make a first draft of the security architecture.

Which elements should the security architect draft?
A. Management and control of the security services
B. The information security policy, the risk assessment and the controls in the security services
C. Which security services are provided and in which supporting architectures are they defined

Correct Answer: C

QUESTION 4
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When is revision of an employee\\'s access rights mandatory?
A. After any position change

B. At hire

C. At least each year

D. At all moments stated in the information security policy

Correct Answer: D

QUESTION 5

A security manager just finished the final copy of a risk assessment. This assessment contains a list of identified risks
and she has to determine how to treat these risks.

What is the best option for the treatment of risks?

A. Begin risk remediation immediately as the organization is currently at risk
B. Decide the criteria for determining if the risk can be accepted

C. Design appropriate controls to reduce the risk

D. Remediate the risk regardless of cost

Correct Answer: B
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