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QUESTION 1

A protocol to investigate fraud by employees is being designed. Which measure can be part of this protocol?
A. Seize and investigate the private laptop of the employee

B. Investigate the contents of the workstation of the employee

C. Investigate the private mailbox of the employee

D. Put a phone tap on the employee\\'s business phone

Correct Answer: B

QUESTION 2

Recovery Time Objective (RTO) and Recovery Point Objective (RPO) are key terms in business continuity management
(BCM). Reducing loss of data is one of the focus areas of a BCM policy.

What requirement is in the data recovery policy to realize minimal data loss?
A. Maximize RPO

B. Reduce RPO

C. Reduce RTO

D. Reduce the time between RTO and RPO

Correct Answer: B

QUESTION 3

A security manager just finished the final copy of a risk assessment. This assessment contains a list of identified risks
and she has to determine how to treat these risks.

What is the best option for the treatment of risks?

A. Begin risk remediation immediately as the organization is currently at risk
B. Decide the criteria for determining if the risk can be accepted

C. Design appropriate controls to reduce the risk

D. Remediate the risk regardless of cost

Correct Answer: B

QUESTION 4
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Who should be asked to check compliance with the information security policy throughout the company?
A. Internal audit department

B. External forensics investigators

C. The same company that checks the yearly financial statement

Correct Answer: B

QUESTION 5

The security manager of a global company has decided that a risk assessment needs to be completed across the
company.

What is the primary objective of the risk assessment?

A. Identify, quantify and prioritize each of the business-critical assets residing on the corporate infrastructure
B. Identify, quantify and prioritize risks against criteria for risk acceptance

C. Identify, quantify and prioritize the scope of this risk assessment

D. Identify, quantify and prioritize which controls are going to be used to mitigate risk

Correct Answer: B
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