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QUESTION 1

The Board of Directors of an organization is accountable for obtaining adequate assurance. Who should be responsible
for coordinating the information security awareness campaigns? 

A. The Board of Directors 

B. The operational manager 

C. The security manager 

D. The user 

Correct Answer: C 

 

QUESTION 2

What is a key item that must be kept in mind when designing an enterprise-wide information security program? 

A. When defining controls follow an approach and framework that is consistent with organizational culture 

B. Determine controls in the light of specific risks an organization is facing 

C. Put an enterprise-wide network and Host-Based Intrusion Detection and Prevention System (Host-Based IDPS) into
place as soon as possible 

D. Put an incident management and log file analysis program in place immediately 

Correct Answer: B 

 

QUESTION 3

Security monitoring is an important control measure to make sure that the required security level is maintained. In order
to realize 24/7 availability of the service, this service is outsourced to a partner in the cloud. 

What should be an important control in the contract? 

A. The network communication channel is secured by using encryption. 

B. The third party is certified against ISO/IEC 27001. 

C. The third party is certified for adhering to privacy protection controls. 

D. Your IT auditor has the right to audit the external party\\'s service management processes. 

Correct Answer: D 

 

QUESTION 4
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The security manager of a global company has decided that a risk assessment needs to be completed across the
company. 

What is the primary objective of the risk assessment? 

A. Identify, quantify and prioritize each of the business-critical assets residing on the corporate infrastructure 

B. Identify, quantify and prioritize risks against criteria for risk acceptance 

C. Identify, quantify and prioritize the scope of this risk assessment 

D. Identify, quantify and prioritize which controls are going to be used to mitigate risk 

Correct Answer: B 

 

QUESTION 5

A protocol to investigate fraud by employees is being designed. Which measure can be part of this protocol? 

A. Seize and investigate the private laptop of the employee 

B. Investigate the contents of the workstation of the employee 

C. Investigate the private mailbox of the employee 

D. Put a phone tap on the employee\\'s business phone 

Correct Answer: B 
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