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QUESTION 1

The ambition of the security manager is to certify the organization against ISO/IEC 27001. What is an activity in the
certification program? 

A. Formulate the security requirements in the outsourcing contracts 

B. Implement the security baselines in Secure Systems Development Life Cycle (SecSDLC) 

C. Perform a risk assessment of the secure internet connectivity architecture of the datacenter 

D. Produce a Statement of Applicability based on risk assessments 

Correct Answer: D 

 

QUESTION 2

When is revision of an employee\\'s access rights mandatory? 

A. After any position change 

B. At hire 

C. At least each year 

D. At all moments stated in the information security policy 

Correct Answer: D 

 

QUESTION 3

An experienced security manager is well aware of the risks related to communication over the internet. She also knows
that Public Key Infrastructure (PKI) can be used to keep e- mails between employees confidential. 

Which is the main risk of PKI? 

A. The Certificate Authority (CA) is hacked. 

B. The certificate is invalid because it is on a Certificate Revocation List. 

C. The users lose their public keys. 

D. The HR department wants to be a Registration Authority (RA). 

Correct Answer: A 

 

QUESTION 4

An information security officer is asked to write a retention policy for a financial system. She is aware of the fact that
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some data must be kept for a long time and other data must be deleted. 

Where should she look for guidelines first? 

A. In company policies 

B. In finance management procedures 

C. In legislation 

Correct Answer: C 

 

QUESTION 5

The security manager of a global company has decided that a risk assessment needs to be completed across the
company. 

What is the primary objective of the risk assessment? 

A. Identify, quantify and prioritize each of the business-critical assets residing on the corporate infrastructure 

B. Identify, quantify and prioritize risks against criteria for risk acceptance 

C. Identify, quantify and prioritize the scope of this risk assessment 

D. Identify, quantify and prioritize which controls are going to be used to mitigate risk 

Correct Answer: B 
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