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QUESTION 1

What is the best way to comply with legislation and regulations for personal data protection? 

A. Performing a threat analysis 

B. Maintaining an incident register 

C. Performing a vulnerability analysis 

D. Appointing the responsibility to someone 

Correct Answer: D 

 

QUESTION 2

A well executed risk analysis provides a great deal of useful information. A risk analysis has four main objectives. What
is not one of the four main objectives of a risk analysis? 

A. Identifying assets and their value 

B. Determining the costs of threats 

C. Establishing a balance between the costs of an incident and the costs of a security measure 

D. Determining relevant vulnerabilities and threats 

Correct Answer: B 

 

 

QUESTION 3

The company Midwest Insurance has taken many measures to protect its information. It uses an Information Security
Management System, the input and output of data in applications is validated, confidential documents are sent in
encrypted form and staff use tokens to access information systems. Which of these is not a technical measure? 

A. Information Security Management System 

B. The use of tokens to gain access to information systems 

C. Validation of input and output data in applications 

D. Encryption of information 

Correct Answer: A 

 

QUESTION 4
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You are the first to arrive at work in the morning and notice that the CD ROM on which you saved contracts yesterday
has disappeared. You were the last to leave yesterday. When should you report this information security incident? 

A. This incident should be reported immediately. 

B. You should first investigate this incident yourself and try to limit the damage. 

C. You should wait a few days before reporting this incident. The CD ROM can still reappear and, in that case, you will
have made a fuss for nothing. 

Correct Answer: A 

 

QUESTION 5

Which one of the threats listed below can occur as a result of the absence of a physical measure? 

A. A user can view the files belonging to another user. 

B. A server shuts off because of overheating. 

C. A confidential document is left in the printer. 

D. Hackers can freely enter the computer network. 

Correct Answer: B 
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