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QUESTION 1

Refer to the exhibit.

Summary Service Authentication RLNGGIGEUGLE Roles
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Enforcement

Authorization Details:  Aythorization sources from which role mapping attributes are fc

Authentication Source

1. [Endpoints Repository] [Local SQL DB]

Additional authorization sources from which to fetch role-mapp

[Time Source] [Local SQL DB] “I Remove
[Guest User Repository] [Local SQL DB] | View Details
Ll Modify |

[ --Select to Add--

:
v

o

When creating a new ClearPass Service, the [Time Source] has been added as an authorization source. What time

source is ClearPass referencing?

A. the ClearPass server where Insight Master has been enabled

B. the local clock of the ClearPass server doing the authentication

C. the local time setting found on the authenticating client machine

D. the NTP (Network Time Protocol) source indicated in the Cluster settings

Correct Answer: C

QUESTION 2

Refer to the exhibit.
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Service One

Matches () ANY or (e ALL of the following conditions:

Type Name Operator ~Value
1. RadiusIETF - NAS-Port-Type - EQUALS Ethernet (15) Dy x
; ; Login-User (1), Framed-User
. . -T N I
2. RadiusIETF Service-Type BELONGS_TO (), Authenticate-Only (8) B
3. Connection SSID - EQUALS - Secure-Corporate ™ x

Service Two

Matches () ANY or (e) ALL of the following conditions:
Type Name Operator Value
1. RadiusIETF - NAS-Port-Type - EQUALS - Wireless-802.11(19) O x
\ ; Login-User (1), Framed-User .
2. RadiusIETF Service-Type BELONGS_TO m‘f‘ﬂuthem";;te_omy 5 D
3 Connection - SSID - EQUALS - secure-corporate I x
Service Three
Matches () ANY or (e) ALL of the following conditions:
Type Name Operator Value
1. RadiusIETF - NAS-Port-Type - EQUALS - Wireless-802.11(19) 0 x
2. RadiusIETF Service-Type BELONGS_TO :';gi’uf::;t{lgt':iﬁ:[:;e' D x
3. Connection Client-Mac-Adress  NOT_EQUALS  %Radius:IETF:User-Name} [ %

A user connects to an Aruba Access Point wireless SSID named "Secure-Corporate" and performs an 802.1X
authentication with ClearPass as the authentication server.

Based on this service configuration, which service will be triggered?
A. No service will be triggered

B. Service Three

C. Service Two

D. Service One

Correct Answer: B

QUESTION 3

Which most accurately describes the "Select All Matches" rule evaluation algorithm in Enforcement Policies?
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A. Each rule is checked, and once a match is found, the Enforcement profile assigned to that rule is applied and the rule
matching stops.

B. All rules are checked, and if there is no match, no Enforcement profile is applied.
C. All rules are checked for any matching rules and their respective Enforcement profiles are applied.

D. Each rule is checked, and once a match is found, the Enforcement profile assigned to that rule is applied, along with
the default Enforcement profile.

Correct Answer: C

QUESTION 4

An organization wants to have guests connect their own personal devices to the wireless network without requiring a
receptionist setting up a guest account.

Which ClearPass feature can be used to meet the organization\\'s requirements?
A. Policy Manager Enforcement

B. MAC authentication with profiling

C. ClearPass Onboard

D. Guest with self-registration

Correct Answer: D

QUESTION 5

Which option supports DHCP profiling for devices in a network?

A. configuring ClearPass as a DHCP relay for the client

B. DHCP profiling is enabled on ClearPass by default; configuration of the network access devices is not necessary
C. enabling the DHCP server to profile endpoints and forward meta-data to ClearPass

D. enabling DHCP relay on our network access devices so DHCP requests are forwarded to ClearPass

Correct Answer: A
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