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Match the ClearPass system description to the best term. Options are used only once.

Select and Place:

Answer Area

Term Description

ClearPass

[Insight

ClearPass

Onboard

ClearPass

OnGuard

ClearPass

Policy Manager

ClearPass

Profiler

Correct Answer:

Answer Area

Term Description
ClearPass
Onboard
ClearPass
Policy Manager
ClearPass
OnGuard
ClearPass
Profiler
ClearPass
Insight

can provide posturing to validate the security status
of devices on your wired, wireless and VPN networks
provides an intuitive way to securely assign an
individual client certificate to each device

gathers endpoint context from passively received data
to fingerprint devices

has the ability to integrate with external systems
through APIs or HTTP/REST calls

provides multiple customizable reports and in-depth
information about each of the other modules

can provide posturing to validate the security status
of devices on your wired, wireless and VPN networks
provides an intuitive way to securely assign an
individual client certificate to each device

gathers endpoint context from passively received data
to fingerprint devices

has the ability to integrate with external systems
through APIs or HTTP/REST calls

provides multiple customizable reports and in-depth
information about each of the other modules
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QUESTION 2

An organization with 347 employees wants to have the guest create their own accounts for access to the public WLAN,
and when guests reconnect, they do not want the guest to have to log in again.

Which ClearPass features can be used to meet these requirements?
A. Guest access with MAC caching

B. Guest self-registration with sponsor approval

C. Enforcement based on endpoint profiling

D. ClearPass Onboard Portal

Correct Answer: C

QUESTION 3

Which items can be obtained from device profiling? (Choose three.)
A. Device Category

B. Device Family

C. Device Health

D. Device Type

E. Device Location

Correct Answer: CDE

QUESTION 4

When should a role mapping policy be used in an 802.1x service with Active Directory as the authentication source?
A. When you want to match Active Directory attributes directly to an enforcement policy.

B. When you want to match Active Directory attributes to an Aruba firewall role on an Aruba Network Access Device.
C. When you want to translate and combine Active Directory attributes into ClearPass roles.

D. When you want to enable attributes as roles directly without combining multiple attributes.

Correct Answer: A

QUESTION 5

What is a good collector type used for ClearPass to discover devices with static IP addresses?
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A. DHCP Collectors

B. ClearPass Air Monitors
C. Active Collectors

D. Network Functions
Correct Answer: D

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.7/PolicyManager/Content/CPPM_UserGuide/PolicyP
rofile/Collectors.htm
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