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QUESTION 1

What is true regarding Posturing and Profiling? 

A. Profiling describes categorizing the user based on their department while Posturing validates the user as
authenticated. 

B. Profiling is the act of identifying the endpoint type while Posturing is assigning a status as to the health of the
endpoint. 

C. Posturing and Profiling are role assignments in ClearPass used internally to map to enforcement policies. 

D. Both Posturing and Profiling describe the same thing; what is the health of the client endpoint? 

Correct Answer: D 

 

QUESTION 2

What is a function of the posture token in ClearPass OnGuard? (Choose two.) 

A. Identifies clients that are not security compliant. 

B. Initiates the Auto-Remediation process. 

C. Indicates the Health Status of the Client. 

D. Denies access to unhealthy clients. 

E. Controls access to network resources. 

Correct Answer: CD 

Reference: https://docplayer.net/18755148-Clearpass-onguard-configuration-guide.html (3) 

 

QUESTION 3

Refer to the exhibit. 
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When creating a new ClearPass Service, the [Time Source] has been added as an authorization source. What time
source is ClearPass referencing? 

A. the ClearPass server where Insight Master has been enabled 

B. the local clock of the ClearPass server doing the authentication 

C. the local time setting found on the authenticating client machine 

D. the NTP (Network Time Protocol) source indicated in the Cluster settings 

Correct Answer: C 

 

QUESTION 4

Which authentication method requires a client certificate? 

A. EAP-TLS 

B. Guest self-registration 

C. PEAP 

D. MAC Authentication 

Correct Answer: A 

 

QUESTION 5

Refer to the exhibit. 
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What are two consequences of the Cache Timeout being set to 36000 seconds? (Choose two.) 

A. ClearPass will cache all user and machine attributes from AD every 10 hours in anticipation of one of those users or
machines attempting to authenticate. 

B. Less traffic is required between ClearPass and the AD server when re-authenticating within a 10 hour period. 

C. The Cache Timeout is designed to reduce the amount of traffic between ClearPass and the AD server by caching
user credentials for a 10 hour period. 

D. A user changing departments may not see their Department attribute change in AD reflected while authenticating
until the Cache Timeout period has ended. 

E. On a failed authentication attempt, ClearPass will consider any subsequent attempts within 10 hours as total failed
attempts before blacklisting the client. 

Correct Answer: AC 
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