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QUESTION 1

DRAG DROP
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Match the correct Profiling Collector with the Collector Type. Collector Types may be used more than once.

Select and Place:

Collector Types Answer Area
Active Collectors Collector Type
ClearPass Applications
Network Functions
Network Packets

Correct Answer:

Collector Types Answer Area

Active Collectors Collector Type

ClearPass Applications | | Network Functions

Network Functions ClearPass Applications

Network Packets Network Functions

Active Collectors

Active Collectors

Network Packets

Network Packets
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Profiling Collector
DHCP
Controler IF-MAP

Cisco Device Sensor
TCP Fingerprinting
OnGuard

NMAP
SNMP

Profiling Collector
DHCP
Controler IF-MAP

Cisco Device Sensor
TCP Fingerprinting
OnGuard

NMAP
SNMP
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QUESTION 2

Which Authorization Source support device profile enforcement?
A. OnGuard Repository

B. Local user Repository

C. Guest User Repository

D. Endpoint Repository

Correct Answer: B

QUESTION 3

Which authentication method requires a client certificate?
A. EAP-TLS

B. Guest self-registration

C. PEAP

D. MAC Authentication

Correct Answer: A

QUESTION 4
What is true regarding Posturing and Profiling?

A. Profiling describes categorizing the user based on their department while Posturing validates the user as
authenticated.

B. Profiling is the act of identifying the endpoint type while Posturing is assigning a status as to the health of the
endpoint.

C. Posturing and Profiling are role assignments in ClearPass used internally to map to enforcement policies.
D. Both Posturing and Profiling describe the same thing; what is the health of the client endpoint?

Correct Answer: D

QUESTION 5

What services are recommended to be allowed by the pre-authenticated role assigned to the Client during the Captive
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Portal process? (Choose three.)
A. DHCP options 43 and 150

B. RADIUS to ClearPass

C. HTTPS to ClearPass

D. HTTPS to the Internet

E. DHCP address assignment
F. DNS resolution

Correct Answer: CEF
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