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QUESTION 1

Which are valid enforcement profile types? (Choose two.)
A. ClearPass Entity Update Enforcement

B. Aruba Script Enforcement

C. Policy Service Enforcement

D. RADIUS Change of Authorization (CoA)

Correct Answer: AD

QUESTION 2

Refer to the exhibit.

Summary Service Authentication RLNGGIGFEICTE Roles Enforcement

Authorization Details:  Aythorization sources from which role mapping attributes are fc

Authentication Source

1. [Endpoints Repository] [Local SQL DB]

Additional authorization sources from which to fetch role-mapp

-lTime Source] [Local SQL DB] I ‘.] Remove
[Guest User Repository] [Local SQL DB] l View Details
__Modity |
[ —-Select to Add-- v)

When creating a new ClearPass Service, the [Time Source] has been added as an authorization source. What time
source is ClearPass referencing?

A. the ClearPass server where Insight Master has been enabled

B. the local clock of the ClearPass server doing the authentication

C. the local time setting found on the authenticating client machine

D. the NTP (Network Time Protocol) source indicated in the Cluster settings

Correct Answer: C

QUESTION 3
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Which statement is true about OnGuard? (Choose two.)

A. It is used to ensure that Antivirus/Antispyware programs are running
B. It supports both Windows and Mac OS X clients

C. It is used to identify and remove any malware/viruses

D. It only supports 802.1X authentication

Correct Answer: AB

QUESTION 4

ClearPass receives fingerprinting profile data for a client device that is based on MAC OUI, NMAP, DHCP, and
OnGuard. Which fingerprint or fingerprints are used?

A. NMAP because it is actively obtained

B. The last fingerprint gathered

C. OnGuard because it is application based
D. All fingerprints are applied

Correct Answer: A

Reference: https://www.catelsys.eu/images/Catelsys/images/2017/04/0-Notices-
ClearPass_Policy_Manager_User_Guide-1.pdf

QUESTION 5

What are "known" endpoints in ClearPass?

A. "Known" endpoints have be fingerprinted to determine their operating system and manufacturer.

B. These are endpoints whose beacons have been detected but have never completed authentication.
C. The label "Known" indicates rogue endpoints labeled as "friendly" or "ignore".

D. "Known" endpoints can be authenticated based on MAC address to bypass the captive portal login.

Correct Answer: D
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