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QUESTION 1

A customer is planning to implement machine and user authentication on infrastructure with one Aruba
Controller and a single ClearPass Server.

What should the customer consider while designing this solution? (Select three.)

A. The Windows User must log off, restart or disconnect their machine to initiate a machine authentication before the
cache expires.

B. The machine authentication status is written in the Multi-master cache on the ClearPass Server for 24 hrs.
C. Onboard must be used to install the Certificates on the personal devices to do the user and machine authentication.

D. The Customer should enable Multi-Master Cache Survivability as the Aruba Controller will not cache the machine
state.

E. Machine Authentication only uses EAP TLS, as such a PKI infrastructure should be in place for machine
authentication.

F. The customer does not need to worry about Multi-Master Cache Survivability because the Controller will also cache
the machine state.

Correct Answer: BCE

QUESTION 2

When is it recommended to use a certificate with multiple entries on the Subject Alternative Name?

A. The ClearPass servers are placed in different OnGuard zones to allow the client agent to send SHV updates.
B. Using the same certificate to Onboard clients and the Guest Captive Portal on a single ClearPass server.

C. The primary authentication server Is not available to authenticate the users.

D. The ClearPass server will be hosting captive portal pages for multiple FQDN entries

Correct Answer: A

QUESTION 3

What is used to validate the EAP Certificate? (Select three.)
A. Common Name

B. Date

C. Key usage

D. Server Identity
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E. SAN entries
F. Trust chain

Correct Answer: ACF

QUESTION 4

While configuring a guest solution, the customer is requesting that guest user receive access for four hours from their
first login. Which Guest Account Expiration would you select?

A. expire_after

B. do_expire

C. expire_time

D. expire_ postlogin

Correct Answer: A

QUESTION 5

Refer to the exhibit:
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After the helpdesk revoked the certificate of a device reported to be lost oy an employee, the lost device
was seen as connected successfully to the secure network. Further testing has shown that device
revocation is not working.

What steps should you follow to make device revocations work?

A. Copy the default [EAP-TLS with OSCP Enabled] authentication method and set The Verify certificate using OSCP
option as required then update the correct OSCP URL link of the OnBoard CA. Remove EAP-TLS and map the custom
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created method to the OnBoard Authorization Service.

B. copy the default [EAP-TLS with OSCP Enabled] authentication method and set the verify certificate using OSCP:
option as "required" then configure the correct OSCF URL link for the OnBoard CA. Remove EAP-TLS and map the
new [EAP-TLS with OSCP Enabled] method to the 802 1X Radius Service.

C. Remove the EAP-TLS authentication method configuration changes are required and add "EAP-TLS with OCSP
Enabled" authentication method in the OnBoard Provisioning service. No other configuration changes are required.

D. Edit the default [EAP-TLS with OSCP Enabled] authentication method and set the Verify certificate using OSCP
option as required then update the correct OSCP URL link of the OnBoard CA Remove EAP-TLS and map the new
[EAP-TLS with OSCP Enabled] method to the OnBoard Provisioning Service.

Correct Answer: C
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