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QUESTION 1

Refer to the exhibit: A company acquires ten barcode scanners to run inventory tasks. These WiFi devices support
WPA2-PSK security only. The network administrator deploys a WLAN named scanners using the configuration shown in
the exhibit. What must the network administrator do next to ensure that the scanner devices successfully connect to

their SSID?
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New WLAN

B & &

General VLANs Security Access
Mare
Secure
| Key management: | WPA3-personal v
Enable backward
Enterprise compatibility
Passphrase: L ]
Retype: EE R
Personal
MAC authentication: = Enabled ¥
Blacklisting: ®
Open
Less -
Secure
New WLAN
& @ 5 &
General VLANs Security Access
Default role: | logon vl
MAC authenticatior | SCAnnErs v

role:

Show roles

A. Set internal as the MAC authentication server group.
B. Add scanner MAC addresses in user derivation rules.

C. Enable L2 Authentication Fail Through.
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D. Add scanner MAC addresses in the internal database.

Correct Answer: D

QUESTION 2

Refer to the exhibit.

(M) [mynode] #show airmatch event all-events ap-name AP2

Band Event Type radio Timestamp Chan CBwW New Chan New CBW  APName
3GHZ FRADAR_DETECT xx:Ixx:ixx:ixx:xx:xx 2018-07-25_07:50:05 100 E0MHZ 149 BOMHZ APZ
5GHZ NOISE_DETECT xx:xx:@xaixx:xx:xx 2018-07-24_07:48:42 124 B0MHzZ 100 BOMHz APZ
5GHZ RADAR_DETECT xM:IXM:oXXIxx:xx:xxX 2018-07-23_16:44:36 100 BO0MHzZ 124 BOMHZz APZ
5GHz MNOISE_DETECT xx:xx:xx:xx:xx:xx 2018-07-20_19:12:34 157 S0MHzZ 100 BOMHZ APZ
5GHZz FRADAR_DETECT )i :xxX:xx:xx:xx 2018-07-20_10:02:30 100 S0MHz 157 BOMHZ APZ
S5GHZ FRADAR_DETECT XX :IXX:iX¥:ixdN:ixx:xx 2018-07-20_08:34:31 56 BOMHzZ 100 BOMHZ APZ
2GHZ NOISE_DETECT XX:IXXIXXIXXIXX!XX 2018-07-25_08:31:31 11 20MHZ ] 20MHZ AP:Z
ZGHZ NOISE_DETECT XX:Ix:XX:Xx:xx:xx 2018-07-25_08:31:31 i) 20MHzZ 1 20MHz APZ
2GHZ MNOISE_DETECT o0 :xxiooxx 2018-07-24_07:46:34 1 20MHzZ 11 20MHz APZ
2GHZz NOISE_DETECT xx:id0:xd:xxiooxx 2018-07-24_07:46:33 6 20MHz 1 20MHz APZ
2GHZ NOISE_DETECT xx:xx:xx:@xx:xx:xx 2018-07-23_15:13:15 11 20MHz 6 20MHZ APZ
2GHZ NOISE_DETECT xx:ixxoxa:xx:xx:xx 2018-07-23_15:12:12 1 20MHzZ 11 20MHZ APZ
2GHZ NOISE_DETECT xx:x}:ixMoixx:xx:xx 2018-07-20_08:07:27 11 20MHz 1 20MHz APRZ
2GHZ NOISE_DETECT xx:xx:oxx:ixx:xx:xx 2018-07-20_08:07:26 6 20MHzZ 11 20MHz APZ
2GHZ NOISE_DETECT XX xX:Xx:xXx:xx:xx 2018-07-19_19:22:45 1 20MHZ ] 20MHz APZ
2GHZ MNOTISE_DETECT xx:ixx:xx:ixx:xx:xx 2018-07-19_19:22:44 11 20MHzZ 1 20MHz APZ
2GHZ MNOISE_DETECT xx:IXx:oxXx:ixx:xx:xx 2018-07-19_10:45:23 1 20MHzZ 11 20MHz APZ

A network administrator deploys a Mobility Master (MM) - Mobility Controller (MC) network with Aps in different
locations. Users in one of the locations report that the WiFi network works fine for several hours, and then they are
suddenly

disconnected. This symptom may happen at any time, up to three times every day, and lasts no more than two minutes.
After some research, the network administrator logs into the MM and reviews the output shown in the exhibit.

Based on this information, what is the most likely reason users get disconnected?

A. Adaptive Radio Management is reacting to RF events.

B. AirMatch is applying a scheduled optimization solution.

C. Users in the 2.4 GHz band are being affected by high interference.

D. AirMatch is reacting to non-scheduled RF events.

Correct Answer: C

QUESTION 3
HOTSPOT
A network administrator wants to receive a warning level alarm every time the noise floor rises above -82 dBm on any of

the AP radios.
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Which alarm definition must the network administrator create to accomplish this?

Hot Area:

Trigger

Type: | Radio Noise Floor v l
—— |_ Warning v l
Duration: 60 seconds

e.g-"15 minutes', 75 seconds’, "1 hr 15 mins’

Conditions

Matching conditions: @ All Q Any
New Trigger condition

‘ Radio Type v H is v ] l 5GHz (802.11 a/n) v I g

L -B2
l Noise Floor{dBM) v ” > v ” J g
Correct Answer:

Trigger

Type: | Radio Noise Floor v I
Sevekty: |_ Warning v '
Duration: 60 seconds

e.g-"15 minutes’, 75 seconds’, "1 hr 15 mins’

Conditions

Matching conditions:
New Trigger condition

Radio Type v is
| |

@ All O Any

5GHz (802.11afn] V I g

[
* /g

v
'V]

| woiseFloor(dsm) V|| »

QUESTION 4

Refer to the exhibits. Exhibit 1
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(MC2) [MDC] #show user
This operation can take a while depending on number of users. Please be patient ....

P MAC Name Role  Age(d:h:m) Auth VPN link APname Roaming Essid/Bssid/Phy Profile Forward mode Type
Host Name  User Type

10.1. 14I 150 xx0oexoex it guest 00:00:48 802.1x AP22 Wireless Corp-employee/yy:yy yy-yy yyyy/a-VHT Corp-Network  tunnel Win 10
WIRELESS

User Enmies: 1/1
Curr/Cum Alloc:3/39 Frez:0/36 Dyn:3 AllocErr:0 FreeErr.0
(MC2) [MDC] #
(MC2) [MDC| #show user ip 10.1.141.150 | include Role
This operation can take a while depending on number of users. Please be patient ....
Role: guest (how: ROLE_DEPRIVATION_DOTIX), ACL: 7/0
Role Deprivation: ROLE_DEPRIVATION_DOTIX
(MC2) [MDC] #

Exhibit 2

(MC2) [MDC] #show log security 300

Jul 4 1124004 <3553> <DBUG> |authmgr| Select server method=802.1%, user=it, essid=Corp-employ r-group=Corp-Network, last_srv <>

Jul 4 1124038 <3553> <INFO> |authmar| Reused server ClearPass.23 l‘ur method=802.1x; user=it, essld. tarD employee, domain=<>, server-group=_Corp-Network
Jul 4 1124004 <3553> <DBUG> |authmgr| aal_auth_raw (1402) (INC) : as_reqs 1, s ClearPass.23 type 2 inservice 1 markedD 0

Jul 4 1121031: <3553> <DBUG> |authmgr| |aaaj [rc_apl.c:152] Radius aulhen!icate raw using server ClearPass.23

Jul 4 (121031 <3553> <DBUG> |authmgr| |aaa| [rc_request.c:67] Add Request: id=22, server=ClearPass.23, IP=10.254.1.23, server-group=Corp-Network, fd=64
Jul 4 (121031: <3553> <DBUG> |authmgr| |aaa| [rc_server.c:2367] Sending radius request to ClearPass.23:10.254,1.23:1812 id:22, len:265

Jul 4 1121031 <3553> <DBUG> |authmgr| |aaa| [rc_server.c:2383] User-Name: it

Jul 4 (121031 <3553> <DBUG> |authmgr| |aaal [rc_server.c:2383] NAS-IP-Address: 10.254.10.214

Jul 4 (121031 <3553> <DBUG> |authmar| |aaal [rc_server.c:2383] NAS-Porn-id: 0

Jul 4 (121031 <3553> <DBUG> |authmgr| |aaal [rc_server.c:2383] NAS-ldentifier; 10.1.140.101

Iul 4 1121031 <3553> <DBUG> |authmar| |aaal [rc_server.c:2383] NAS-Port-Type: Wireless-IEEE802.11

Jul 4 5:121031: <3553> <DBUG> |authmgr| laaal [rc_server.c:23583] Calling-Station-1d: 814F0CS517F56

Jul 4 1121031 <3553> <DBUG> |authmgr| |aaal [rc_server.c:2383] Called-Station-1d: 193D1247D881

Jul 4 5:121031: <3553> <DBUGC> |asthmgr| |aaal [rc_server.c:2383] Senice-Type: Framed-User

Jul 4 1121031 <3553> <DBUG> |authmgr| |aaal [rc_server.c:2383] Framed-MTU: 1100

Jul 4 1121031 <3553> <DBUG> |authmgr| |aaa| [rc_server.c:2383] EAP-Message: \002'011

Jul 4 17:32:15 1121031 <3553> <DBUG> |asthmgr| |aaal [rc_server.c:2383] State. AFMAZWACACACIgIARVORNOM2ZudKK] 3smu/12DA==

Jul 4 17:32:15 :121031: <3553> <DBUG> |authmgr| |aaa| [rc_server.c:2383] Aruba-Essid-Name: Corp-employee

Jul 4 218 :121031: <3553> <DBUC> |authmagr| |aaa| [rc_server.c:2383] Aruba-Location-lid: AP22

Jul 4 ‘121031 <3553> <DBUG> |authmgr| laaal [rc_server.c:2383] Aruba-AP-Group’ CAMPUS

Jul 4 17:32:15 :121031: <3553> <DBUG> |authmar| |aaal [rc_server.c:2383] Aruba-Device-Type: Win 10

Jul 4 17:32:15 1121031 <3553 <DBUG> |authmgr| |aaa| [rc_server.c:2383] Message-Auth: d\466'487\328,679Wvx 487"\6422\812P\53401115

Jul 4 17:32:15 :121031: <3553> <DBUG> |asthmgr| [aaa| [rc_server.c:95] Find Request: id=22, server=(null), IP=10,254.1.23, server-graup=(null) fd=64
1321

Jul 4 (121031 <3553> <DBUC> |authmar| |aaal [rc_server.c:104] Current entry: server=(null}, IP=10.254.1.23, server-group=(null) fd=64

Jul 4 11210310 <3553> <DBUG> |authmgr| |aaal [rc_server.c:48] Del Request: id=22, server=ClearPass.23, IP=10.254.1.23, server-group=Corp-Network, fd=64

Jul 4 1121031: <3553> <DBUG> |authmgr| |aaal [rc_api.c:1228] Authertication Successful

Jul 4 :121031: <3553> <DBUG> (authmgr| |aaal [rc_api.c:1230] RADIUS RESPONSE ATTRIBUTES:

Jul 4 5:121031: <3553> <DBUG> |authmar| |aaal [rc_apl.c:1245] Filter-id: it-role

Jul 4 17:32:15 :121031: <3553~ <DBUC> IaJ(hmgll |asa| [rc_api.c:1245] (Microsoft) MS-MPPE-Recv-Key: \555,554,801,861,353[1+;, \877gS\ 574\ 856u\302,215) \237A"\B57,2257\843F 4265242

57R\4871.01615475109)14615061605:\38416031200\716R\508\66610321750'4131480

Jul 4 17:32:15 :121031: <3553> <DBUG> |authmar| laaal [rc_api.c:1245] {Microsoft] MS-MPPE-Send-Key: \456131117811648)789115491K195013451366F\2761789.71642e\91713311983\389111
5\7764 D@7\ 763T,649\865/1,339,992\587\756%\456[\487\4937u"415,308]

Jul 4 17:32:15 :121031: <3553> <DBUG> |asthmgr| |aaa| [rc_api.c:1245] EAP-Massage: \003101]

Jul 4 17:32:15 1121031 <3553> <DBUG> |authmgr| |aaa] [rc_apl.c:1245] Message-Auth. \ 7890156, 73410111555 8711 45601478,119,752{, 723,490

Jul 4 17:32:15 21121031 <3553> <DBUG> |authmgr| |aaal [rc_api.ci1245] User-kame: it

Jul 4 17:32:15 121031 <3553> <DBUC> |authmgr| |aaal [rc_api.c:1245] Class: \S141678'820)\430',513C\749,0545#\ 64870014387 112,754.261

Jul 4 17:32:15 :12103): <3553> <DBUG> |authmgr| |aaal [rc_apl.c:1245] PW_RADIUS_ID: \026

Jul 4 17:32°15 1121021 «<1553> <DBUC> [authmgr| |aaa| [re_apic:] 245] Rad-Length: 231

Jul 4 17:32:15 1121031 <3553> <DBUG> |asthmgr| |aaa] [rc_apl.ci]245] PW_RADIUS_CODE: 002

Jul 4 17:32:15 1121031 <3553> <DBUG> |authmagr| Iaaal [rc_apl.c:1245] PW_RAD_AUTHENTICATOR: \447rVi623) 765 /)F\ 8941, 384,065,41313951243084

Jul 4 17:32:15 :121031: <3553> <DBUGC> |auth | ation result= A ation Successfuli0), method=802.1x, server=ClearPass.23, user=>x KNy

A network administrator integrates a current Mobility Master (MM) - Mobility Controller (MC) deployment with a RADIUS
server to authenticate a wireless user, the network administrator realizes that the client machine is not failing into the
it_department role, as shown the exhibits.

Which configuration is required to map the users into the proper role, based on standard attributes returned by the
RADIUS server in the Access Accept message?

A. aaa server-group Corp-Network set role condition Filter-Id equals it-role set-value it_department
B. aaa server-group Corp-employee set role condition Filter-1d value-of

C. aaa server-group Corp-employee set role condition Filter-Id equals it-role set-value it_department
D. aaa server-group ClearPass set role condition Filter-1d equals it_department set-value it-role

E. aaa server-group Corp-Network set role condition Filter-Id equals it_department set-value it-role

Correct Answer: C
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QUESTION 5

Refer to the exhibit.

¢ & Manually connect to a wireless network

Successfully added Corp_Employee

=» Change connection settings . :
Open the connection properties so that Connection Security

Security type: No authentication (Open)

Encryption type: None

A network administrator wants to configure an 802.1x supplicant for a wireless network that includes the following:

AES encryption EAP-MSCHAP v2-based user and machine authentication Validation of server certificate in Microsoft

Windows 10

The network administrator creates a WLAN profile and selects the change connection settings option. Then the network

administrator changes the security type to Microsoft: Protected EAP (PEAP), and enables user and machine
authentication under Additional Settings.

What must the network administrator do next to accomplish the task?

A. Change default RC4 encryption for AES.

B. Enable user authentication under Settings

C. Change the security type to Microsoft: Smart Card or other certificate.
D. Enable server certificate validation under Settings.

Correct Answer: C
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