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QUESTION 1

How should admins deal with vulnerabilities that they find in their systems? 

A. They should apply fixes, such as patches, to close the vulnerability before a hacker exploits it. 

B. They should add the vulnerability to their Common Vulnerabilities and Exposures (CVE). 

C. They should classify the vulnerability as malware. a DoS attack or a phishing attack. 

D. They should notify the security team as soon as possible that the network has already been breached. 

Correct Answer: A 

 

QUESTION 2

Refer to the exhibit. 

How can you use the thumbprint? 

A. Install this thumbprint on management stations to use as two-factor authentication along with manager usernames
and passwords, this will ensure managers connect from valid stations 

B. Copy the thumbprint to other Aruba switches to establish a consistent SSH Key for all switches this will enable
managers to connect to the switches securely with less effort 

C. When you first connect to the switch with SSH from a management station, make sure that the thumbprint matches to
ensure that a man-in-t he-mid die (MITM) attack is not occurring 

D. install this thumbprint on management stations the stations can then authenticate with the thumbprint instead of
admins having to enter usernames and passwords. 

Correct Answer: C 

 

QUESTION 3

What are the roles of 802.1X authenticators and authentication servers? 

A. The authenticator stores the user account database, while the server stores access policies. 

B. The authenticator supports only EAP, while the authentication server supports only RADIUS. 

C. The authenticator is a RADIUS client and the authentication server is a RADIUS server. 

D. The authenticator makes access decisions and the server communicates them to the supplicant. 
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Correct Answer: D 

 

QUESTION 4

From which solution can ClearPass Policy Manager (CPPM) receive detailed information about client device type OS
and status? 

A. ClearPass Onboard 

B. ClearPass Access Tracker 

C. ClearPass OnGuard 

D. ClearPass Guest 

Correct Answer: C 

 

QUESTION 5

Which correctly describes a way to deploy certificates to end-user devices? 

A. ClearPass Onboard can help to deploy certificates to end-user devices, whether or not they are members of a
Windows domain 

B. ClearPass Device Insight can automatically discover end-user devices and deploy the proper certificates to them 

C. ClearPass OnGuard can help to deploy certificates to end-user devices, whether or not they are members of a
Windows domain 

D. in a Windows domain, domain group policy objects (GPOs) can automatically install computer, but not user
certificates 

Correct Answer: A 
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