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QUESTION 1

Refer to the exhibit.

= —
Switch-1 =:_|
DHCP
server
VLAN 201
Switch-2| |

VLAN
201

This company has ArubaOS-Switches. The exhibit shows one access layer switch, Swlicn-2. as an example, but the
campus actually has more switches. The company wants to slop any internal users from exploiting ARP.

What Is the proper way to configure the switches to meet these requirements?

A. On Switch-1, enable ARP protection globally, and enable ARP protection on ail VLANS.

B. On Switch-2, make ports connected to employee devices trusted ports for ARP protection

C. On Switch-2, enable DHCP snooping globally and on VLAN 201 before enabling ARP protection
D. On Switch-2, configure static PP-to-MAC bindings for all end-user devices on the network

Correct Answer: D

QUESTION 2

You configure an ArubaOS-Switch to enforce 802.1X authentication with ClearPass Policy Manager (CPPM) denned as
the RADIUS server Clients cannot authenticate You check Aruba ClearPass Access Tracker and cannot find a record of
the authentication attempt.

What are two possible problems that have this symptom? (Select two)

A. users are logging in with the wrong usernames and passwords or invalid certificates.

B. Clients are configured to use a mismatched EAP method from the one In the CPPM service.

C. The RADIUS shared secret does not match between the switch and CPPM.

D. CPPM does not have a network device defined for the switch\\'s IP address.
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E. Clients are not configured to trust the root CA certificate for CPPM\\'s RADIUS/EAP certificate.

Correct Answer: AE

QUESTION 3

A company is deploying ArubaOS-CX switches to support 135 employees, which will tunnel client traffic to an Aruba
Mobility Controller (MC) for the MC to apply firewall policies and deep packet inspection (DPI). This MC will be
dedicated to receiving traffic from the ArubaOS-CX switches.

What are the licensing requirements for the MC?

A. one AP license per-switch

B. one PEF license per-switch

C. one PEF license per-switch. and one WCC license per-switch

D. one AP license per-switch. and one PEF license per-switch

Correct Answer: D

QUESTION 4

What is a benefit of deploying Aruba ClearPass Device insight?

A. Highly accurate endpoint classification for environments with many devices types, including Internet of Things (loT)
B. visibility into devices\\' 802.1X supplicant settings and automated certificate deployment

C. Agent-based analysts of devices\\' security settings and health status, with the ability to implement quarantining

D. Simpler troubleshooting of ClearPass solutions across an environment with multiple ClearPass Policy Managers

Correct Answer: B

QUESTION 5

What is an example or phishing?

A. An attacker sends TCP messages to many different ports to discover which ports are open.

B. An attacker checks a user\\'s password by using trying millions of potential passwords.

C. An attacker lures clients to connect to a software-based AP that is using a legitimate SSID.

D. An attacker sends emails posing as a service team member to get users to disclose their passwords.

Correct Answer: D
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