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QUESTION 1

What is a guideline for creating certificate signing requests (CSRs) and deploying server Certificates on ArubaOS
Mobility Controllers (MCs)?

A. Create the CSR online using the MC Web Ul if your company requires you to archive the private key.

B. if you create the CSR and public/private Keypair offline, create a matching private key online on the MC.

C. Create the CSR and public/private keypair offline If you want to install the same certificate on multiple MCs.

D. Generate the private key online, but the public key and CSR offline, to install the same certificate on multiple MCs.

Correct Answer: A

QUESTION 2

What correctly describes the Pairwise Master Key (PMK) in thee specified wireless security protocol?

A. In WPAS-Enterprise, the PMK is unique per session and derived using Simultaneous Authentication of Equals.
B. In WPA3-Personal, the PMK is unique per session and derived using Simultaneous Authentication of Equals.
C. In WPA3-Personal, the PMK is derived directly from the passphrase and is the same tor every session.

D. In WPA3-Personal, the PMK is the same for each session and is communicated to clients that authenticate

Correct Answer: A

QUESTION 3
What is one way that WPA3-PerSonal enhances security when compared to WPA2- Personal?
A. WPA3-Perscn3i is more secure against password leaking Because all users nave their own username and password

B. WPA3-Personai prevents eavesdropping on other users\\' wireless traffic by a user who knows the passphrase for
the WLAN.

C. WPA3-Personai is more resistant to passphrase cracking Because it requires passphrases to be at least 12
characters

D. WPA3-Personal is more complicated to deploy because it requires a backend authentication server

Correct Answer: A

QUESTION 4

Refer to the exhibit.
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System Event Details

Source RADIUS

Level ERROR

Latagory Authentication

Linsnown

Timestamp Feb 06, 2020 04:41:51 EST

Descrphion RADIUS authentication attempt from unknown NAD
10.1.10.8:1812

You are deploying a new ArubaOS Mobility Controller (MC), which is enforcing authentication to Aruba ClearPass Policy
Manager (CPPM). The authentication is not working correctly, and you find the error shown In the exhibit in the CPPM
Event Viewer.

What should you check?

A. that the MC has been added as a domain machine on the Active Directory domain with which CPPM is synchronized

B. that the snared secret configured for the CPPM authentication server matches the one defined for the device on
CPPM

C. that the IP address that the MC is using to reach CPPM matches the one defined for the device on CPPM
D. that the MC has valid admin credentials configured on it for logging into the CPPM

Correct Answer: C

QUESTION 5
Which is a correct description of a stage in the Lockheed Martin kill chain?
A. In the delivery stage, malware collects valuable data and delivers or exfilltrated it to the hacker.

B. In the reconnaissance stage, the hacker assesses the impact of the attack and how much information was
exfilltrated.

C. In the weaponization stage, which occurs after malware has been delivered to a system, the malware executes Its
function.

D. In the exploitation and installation phases, malware creates a backdoor into the infected system for the hacker.

Correct Answer: B
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