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QUESTION 1

A customer is planning to implement machine and user authentication on infrastructure with one Aruba 

Controller and a single ClearPass Server. 

What should the customer consider while designing this solution? (Select three.) 

A. The Windows User must log off, restart or disconnect their machine to initiate a machine authentication before the
cache expires. 

B. The machine authentication status is written in the Multi-master cache on the ClearPass Server for 24 hrs. 

C. Onboard must be used to install the Certificates on the personal devices to do the user and machine authentication. 

D. The Customer should enable Multi-Master Cache Survivability as the Aruba Controller will not cache the machine
state. 

E. Machine Authentication only uses EAP TLS, as such a PKI infrastructure should be in place for machine
authentication. 

F. The customer does not need to worry about Multi-Master Cache Survivability because the Controller will also cache
the machine state. 

Correct Answer: BCE 

 

QUESTION 2

Refer to the exhibit: 
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You have configured Onboard and cannot get it working The customer has sent you the above 

screenshots. 

How would you resolve the issue? 

A. Re-provision the client by running the QuickConnect application as Administrator 

B. Install a public signed server authentication certificate on the ClearPass server for EAP 

C. Reconnect the client and select the correct certificate when prompted 

D. Copy the [EAP-TLS with OSCP Enabled] authentication method and set the correct OCSP URL 

Correct Answer: A 

 

QUESTION 3

Refer to the Exhibit: 
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A customer wants to integrate posture validation into an Aruba Wireless 802.1X authentication service 

During testing, the client connects to the Aruba Employee Secure SSID and is redirected to the Captive Portal page
where the user can download the OnGuard Agent After the Agent is installed, the client receives the Healthy token the
client remains connected to the Captive Portal page ClearPass is assigning the endpoint the following roles: T2-Staff-
User. (Machine Authenticated! and T2-SOL-Device. What could cause this behavior? 

A. The Enforcement Policy conditions for rule 1 are not configured correctly. 

B. Used Cached Results: has not been enabled In the Aruba 802.1X Wireless Service 

C. RFC-3576 Is not configured correctly on the Aruba Controller and does not update the role. 
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D. The Enforcement Profile should bounce the connection instead of a Terminate session 

Correct Answer: B 

 

QUESTION 4

You are integrating a Postgres SQL server with the ClearPass Policy Manager. What steps will you follow to complete
the integration process? (Select three) 

A. Click on the default filter name with pre-defined filter queries and check box to enable as role. 

B. Specify a new filter with filter queries to fetch authentication and authorization attributes. 

C. Attribute Name under filter configuration must match one of the columns being requested from the database table. 

D. Create a new Endpoint context server and add the SQL server IP, credentilas and the database name. 

E. Alias Name under filter configuration must match one of the columns being requested from the database table. 

F. Create a new authentication source and add the SQL server IP, credentials and the database name. 

Correct Answer: BDF 

 

QUESTION 5

Refer to the exhibit: You are doing a ClearPass PoC at a customer site with a single Aruba Mobility Controller. The
customer asked for a demonstration of a simple Web Login functionality. You used a service template to create the
guest services. During testing, the user gets redirected back to the weblogin page with an Authentication failed
message. The guest configurations on the Aruba Mobility Controller are configured correctly. Why would the guest fail to
authenticate successfully? 
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A. The authentication source mapped in the service is incorrect, it should be mapped as (Guest Device Repository]
[Local SQL DB]. 

B. The username and/or password used for authentication is incorrect Re-enter the correct password on the weblogin
page. 

C. The username used for authentication does not exist in the Guest User Database Create a new user and
authenticate again. 

D. The Unique-Device-Count does not allow any Client devices. Update the Enforcement policy condition: Unique-
Device-Count. 

Correct Answer: A 
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