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QUESTION 1

A company has implemented 802.1X authentication on AOS-CX access switches, where two ClearPass servers are
used to implement AAA. Each switch has the two servers defined. A network engineer notices the following command
configured on the AOS-CX switches: 

radius-server tracking user-name monitor password plaintext aruba123 

What is the purpose of this configuration? 

A. Implement replay protection for AAA messages 

B. Define the account to implement downloadable user roles 

C. Speed up the AAA authentication process 

D. Define the account to implement change of authorization 

Correct Answer: C 

Explanation: Radius service tracking locates the availability of the RADIUS service configured on the switch. It helps to
minimize the waiting period for new clients in the unauth-vid (Guest Vlan) when authentication fails because of service is
not available, as well as previously authenticated clients in unauth-vid (Guest Vlan) when re-authentication fails because
service is not available during the re-authentication period. Note that this feature is disabled by default.
https://techhub.hpe.com/eginfolib/networking/docs/switches/WB/16-02/5200- 1650_WB_ASG/content/ch04s04.html 

 

QUESTION 2

An administrator is configuring BGP and has two connections to a service provider to two different local routers. 

Which BGP metric should the administrator configure to influence which local router the service provider will use to
reach certain routes? 

A. Weight 

B. Multiple exit discriminator 

C. Local preference 

D. Origin 

Correct Answer: C 

 

QUESTION 3

What is correct regarding rate limiting and egress queue shaping on AOS-CX switches? 

A. Rate limiting and egress queue shaping can be used to restrict inbound traffic 

B. Limits can be defined only for broadcast and multicast traffic 
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C. Rate limiting and egress queue shaping can be applied globally 

D. Traffic rate limit is configured on queue level 

Correct Answer: D 

 

QUESTION 4

A company has recently upgraded their campus switching infrastructure with AOS-CX switches. They have
implemented 802.1X authentication on access ports where laptop and IOT devices typically connect. An administrator
has noticed that for POE devices, the AOS-CX switch ports are delivering the maximum wattage to the port instead of
what the device actually needs. 

Concerned about this waste of electricity, what should the administrator implement to solve this problem? 

A. Implement a classifier policy with the correct power definitions 

B. Create device profiles with the correct power definitions 

C. Enable AAA authentication to exempt LLDP and/or CDP information 

D. Globally enable the QoS trust setting for LLDP and/or CDP 

Correct Answer: B 

 

 

QUESTION 5

A company is implementing a new wireless design and needs it to support high availability, even during times of switch
system upgrades. The solution will involve Aruba Mobility Controller (MC) and Aruba AP connections requiring POE.
Which campus AOS-CX switch solution and virtual switching should the company implement at the campus access
layer? 

A. AOS-CX 6400 and VSX 

B. AOS-CX 6300 and VSF 

C. AOS-CX 8325 and VSF 

D. AOS-CX 8400 and VSX 

Correct Answer: A 

Explanation: only 6400 support highly available during upgrades 
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