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QUESTION 1

An administrator manages an Aruba wireless network. Users authenticate to the wireless network using PEAP, where
their credentials are validated by the controller\\'s local database. The company purchases Android tablets to use with
an inventory tracking system. The administrator notices that many of the users of these devices use their normal
username and password to authenticate, which allows the tablet to access all resources that the user can access from
their wireless computers. This is a security violation.

Which Aruba Mobility Controller (MC) feature should the administrator configure to restrict tablet access to a web portal
for authentication, where an appropriate post-authentication policy can be applied to these tablets?

A. AirMatch

B. AP fingerprinting

C. Server-derived roles
D. User-derived rules

Correct Answer: D

QUESTION 2

An administrator implements the MultiZone feature and uses two clusters that utilize CPSec. A primary and a data zone
are created. MultiZone APs successfully build sessions to the primary cluster but fail to

establish sessions to the data zone cluster. What must the administrator do to solve this problem?
A. Enable CPSec in the MultiZone profile for both the primary and data zone.

B. Enable MultiZone booting in the MultiZone AP apboot configuration mode.

C. Add the MultiZone APs to the data zone\\'s CPSec whitelist.

D. Use different AP Group names for the two zones.

Correct Answer: C

QUESTION 3

An administrator wants to implement bandwidth limits to restrict employee access to high- risk web sites. On the Mobility
Master (MM), where would the administrator define these limits?

A. 802.1X policy

B. User role
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C. Firewall policy
D. AAA policy
Correct Answer: B

Bandwidth limit we can edit at "ROLE Page"

QUESTION 4

An administrator creates a User Rule for role derivation on the Mobility Master (MM). Which client information can an
administrator specify to identify that a particular user should be assigned a different role from the initial role?

A. IP address

B. VLAN

C. MAC address

D. Profiling information

Correct Answer: C

QUESTION 5

Refer to the exhibit.

Mobility Master

Managed Network

=
e
'\-‘_\_‘_&-h
Campus A Campus B
Building 1 Building 2 Building 1 Building 2
Controllerd Controllard Controller Controller7
Controller2 Contrallers Controllers

Controller3
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An administrator wants to centralize administrative access to the Aruba Mobility Controllers (MC) and Mobility Master
(MM). ClearPass is set up and the preferred authentication protocols is TACACS+. Where should the administrator
perform this configuration in the MM hierarchy shown in the exhibit?

A. At the Managed Network level

B. At the two campus levels

C. At both the Mobility Master and Managed Network levels

D. At the controller levels

Correct Answer: C
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