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QUESTION 1

An administrator configures AirGroup policies to define which Apple services are visible and available to wireless users
in a campus WLAN. However, the policies are not being enforced.

Where must the administrator enable the AirGroup functionality on the Mobility Master (MM) so that the policies will be
in effect?

A. At the Mobility Master hierarchy

B. At the controller level in the Managed Network hierarchy

C. At the Access Points level in the Managed Network hierarchy
D. At the global Managed Network hierarchy

Correct Answer: D

QUESTION 2

An administrator implements a ClearPass solution to authenticate Aruba wireless users. The Aruba wireless solution is
an ArubaOS 8.x Mobility Master (MM) deployment. ClearPass sends an Aruba VSA role name for an authenticated
user. However, the administrator notices that the role assigned to the user is different from the one assigned by the
ClearPass server.

Which two items should the administrator verify that might be the cause of this problem? (Choose two.)

A. Enablement of user roles on the controller

B. Spelling of the role on the ClearPass server

C. Server-derived role assignment on the ClearPass server

D. Role existence on the Managed Network

E. Order assignment that the controller uses to select a user role

Correct Answer: BD

QUESTION 3
Refer to the exhibits.

Exhibit 1: WLAN VAP configuration
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Exhibit 2: Microsoft NPS server configuration

& Network Policy Server =]
File Acton Vew Help
&= | %= E s
€ NPS (Local) 1
= RADIUS Clents and S Mmm&wWMMaemmmmmmw
I en EENErS | forwardad to remote RADIUS servers. For NAP VPN or 802, 1X, you must corfigure PEAP autherrication in
_I RADIUS Clients —  connection request palicy.
[ Remote RADIUS Server
= _JPO“GES Palicy Name | status | Pmcessing Order | Source I
o CRREN REGUESTROR | =/ FMPBC Enabled 1 Unspecied
[ Network Polides =] EMPHW Enabled 2 Unspecified
[ HealthPolides =[ ITBC Enabled 3 Unspecfied
= M, Network Access Protection =! ITTHW Enabled 4 Unspecified
| System Health Validators | =7 gy Dissbled 5 Unspecified
"] Remediatian Server Group = ITAccount Disabled 6 Unspecifisd
B, Accounting \=] TestAccount Disabled 7 Unspecified

Caondttions - f the following conditions are met:

Condtion | Value !
User Name  employes

Settings - Then the following settings are applied:

Setting | Value
Authentication Provider Local Computer
Oweride Aulhericalion Diizabled
Filter-Id EMFL

Extensible Authertication Protocol Method
Extensible Authentication Protocel Configuration  Cocfigured
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Exhibit 3: Server group configuration for the VAP.
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Auth AAA L2 Authentication | L3 Authentication | User Advanced
Sgﬁ'g[‘s Profiles Fules
Server Groups 4
NAME SEREVERS FATL. THROUGH LOAD BATLANCE SERVER RULES
default - - 1
internal ; s :
.. employee - - 0 )
Server Group>Server-Group-Armba-HPE Servers Options
ATTEIBUTE OPEFATION OFERAND TYPE ACTION VALUE
Filter-Id value-of - string zet role -
Filter-Id equals corporate string set role employee

An employee authenticates with the username employee and the correct password. However, once the user
authenticates, an administrator notices that the employee is assigned the authenticated role and not the desired

employee role.

What should the administrator do to solve this problem?

A. Add a new server group rule on the controller.

B. Associate the user to the employee group in Microsoft NPS.

C. Change the server group name on the controller.

D. Reference the employee role in the WLAN VAP on the controller.

Correct Answer: A

We have to add new rule:

Filter-Id - equals - EMPL - string - set role - employee

QUESTION 4

An administrator wants to add a new folder in AirWave. Where would the administrator perform this action?

A. in AMP Setup
B. in AP/Devices

C. in Groups

D. in Device Setup
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Correct Answer: B

QUESTION 5

An administrator creates a User Rule for role derivation on the Mobility Master (MM). Which client information can an
administrator specify to identify that a particular user should be assigned a different role from the initial role?

A. IP address

B. VLAN

C. MAC address

D. Profiling information

Correct Answer: C
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