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QUESTION 1

Refer to the exhibit. 

Based on the configuration for the client\\'s certificate private key as shown, which statements accurately describe the
settings? (Select two.) 

A. The private key is stored in the ClearPass server. 

B. The private key is stored in the user device. 

C. The private key for TLS client certificates is not created. 

D. More bits in the private key will increase security. 

E. More bits in the private key will reduce security. 

Correct Answer: BD 

 

QUESTION 2
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Which statement accurately describes configuration of Data and Management ports on the ClearPass appliance?
(Select two.) 

A. Static IP addresses are only allowed on the management port. 

B. Configuration of the data port is mandatory. 

C. Configuration on the management port is mandatory. 

D. Configuration of the data port if optional. 

E. Configuration of the management port is optional. 

Correct Answer: CD 

The Management port (ethernet 0) provides access for cluster administration and appliance maintenance using the
WebUI, CLI, or internal cluster communication. This configuration is mandatory. The configuration of the data port is
optional. If this port is not configured, requests are redirected to the Management port. 

References: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/1%20About%20Clea
rPass/Hardware_Appliance.htm 

 

QUESTION 3

What must be configured to enable RADIUS authentication with ClearPass on a network access device (NAD)? (Select
two.) 

A. the ClearPass server must have the network device added as a valid NAD 

B. the ClearPass server certificate must be installed on the NAD 

C. a matching shared secret must be configured on both the ClearPass server and NAD 

D. an NTP server needs to be set up on the NAD 

E. a bind username and bind password must be provided 

Correct Answer: AC 

 

QUESTION 4

Which IP address should be set as the DHCP relay on an Aruba Controller for device fingerprinting on ClearPass? 

A. DHCP server IP 

B. Active Directory IP 

C. Switch IP 

D. Microsoft NPS server IP 

E. ClearPass server IP 
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Correct Answer: E 

 

QUESTION 5

Refer to the exhibit. 

What is the purpose of the `Clock Skew Allowance\\' setting? (Select two.) 

A. to ensure server certificate validation does not fail due to client clock sync issues 

B. to set start time in client certificate to a few minutes before current time 

C. to adjust clock time on client device to a few minutes before current time 

D. to ensure client certificate validation does not fail due to client clock sync issues 

E. to set expiry time in client certificate to a few minutes longer than the default setting 

Correct Answer: D 

Clock Skew Allowance adds a small amount of time to the start and end of the client certificate\\'s, not the server
certificate\\'s, validity period. This permits a newly issued certificate to be recognized as valid in a network where not all
devices are 

perfectly synchronized. 

References: 

http://www.arubanetworks.com/techdocs/ClearPass/6.6/Guest/Content/Onboard/EditingCASettings.htm 
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