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QUESTION 1
Refer to the exhibit.
Device Provisioning Settings
™ z s £ - o
D General ko Web Login [i_l\5 i0S & 0SX (‘_} _egacy 0S X ';g Windows ];_,EJ';.]'J Android Onboard Client

bd

* . 2 ieioni
Name: |L0caFDew:e Provisioning |

Enter aname for this configuration set.

Description: | tnis is the default configuration set for device
provisiconing.

Enter adescripticn for the configuration set.

*Organization: | Example Organization ‘

Enter an organization name for this configuration set.

The organization name is displayed by the device during provisioning.

Identity

These options control the generation of device credentials

* Certificate Authority: | Local Certificate Authority

Select the certificate autherity that will be used tosign profiles and messages.

* Signer: ‘ Onboard Certificate Authority ‘

Select the source that will be use tosign TLS client certificates.

* Key Type: ‘1024—bit RSA - created by device ‘

Select the type of private key tc use for T_S certificates.

* Unique Device Credentials: |y | Include the username in unique device credentials

When checked, the dsername is prefixed to the device’s PEAP credentials.
This unique set of credentials is used to identify the user and device on the
network.

Based on the configuration for the client\\'s certificate private key as shown, which statements accurately describe the
settings? (Select two.)

A. The private key is stored in the ClearPass server.

B. The private key is stored in the user device.

C. The private key for TLS client certificates is not created.
D. More bits in the private key will increase security.

E. More bits in the private key will reduce security.

Correct Answer: BD

QUESTION 2
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Which statement accurately describes configuration of Data and Management ports on the ClearPass appliance?
(Select two.)

A. Static IP addresses are only allowed on the management port.

B. Configuration of the data port is mandatory.

C. Configuration on the management port is mandatory.

D. Configuration of the data port if optional.

E. Configuration of the management port is optional.

Correct Answer: CD

The Management port (ethernet 0) provides access for cluster administration and appliance maintenance using the
WebUI, CLI, or internal cluster communication. This configuration is mandatory. The configuration of the data port is

optional. If this port is not configured, requests are redirected to the Management port.

References: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/1%20About%20Clea
rPass/Hardware_Appliance.htm

QUESTION 3

What must be configured to enable RADIUS authentication with ClearPass on a network access device (NAD)? (Select
two.)

A. the ClearPass server must have the network device added as a valid NAD

B. the ClearPass server certificate must be installed on the NAD

C. a matching shared secret must be configured on both the ClearPass server and NAD
D. an NTP server needs to be set up on the NAD

E. a bind username and bind password must be provided

Correct Answer: AC

QUESTION 4

Which IP address should be set as the DHCP relay on an Aruba Controller for device fingerprinting on ClearPass?
A. DHCP server IP

B. Active Directory IP

C. Switch IP

D. Microsoft NPS server IP

E. ClearPass server IP
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Correct Answer: E

QUESTION 5

Refer to the exhibit.

Inciude OCSP Responder URL v

¥ Authonty Info Access:

zalect the infarmation about the certficats authorty to incldde in the cient cartificats

Note that whan an OCS

hito:lfepE2-sarver/guestimdps_ccsp php'd

OLSRURL: The DCEP URL to be included in cerdificates
* Validity Period: .353 days
lamimum validity period for client certificates (in days
15

* Clock Skew Allowance:

amount to prefpost date certificate validity perod (in minutes].

¥ Include device information in TLS client certificatas
Subject Alternative Mame:  Store inf n 3 th b

What is the purpose of the "Clock Skew Allowance\\' setting? (Select two.)

A. to ensure server certificate validation does not fail due to client clock sync issues

B. to set start time in client certificate to a few minutes before current time

C. to adjust clock time on client device to a few minutes before current time

D. to ensure client certificate validation does not fail due to client clock sync issues

E. to set expiry time in client certificate to a few minutes longer than the default setting

Correct Answer: D

Clock Skew Allowance adds a small amount of time to the start and end of the client certificate\\'s, not the server
certificate\\'s, validity period. This permits a newly issued certificate to be recognized as valid in a network where not all
devices are

perfectly synchronized.

References:

http://www.arubanetworks.com/techdocs/ClearPass/6.6/Guest/Content/Onboard/EditingCASettings.htm
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