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QUESTION 1

What is the purpose of the Audit Viewer in the Monitoring section of ClearPass Policy Manager?
A. to audit client authentications

B. to display changes made to the ClearPass configuration

C. to display the entire configuration of the ClearPass Policy Manager

D. to audit the network for PCI compliance

E. to display system events like high CPU usage.

Correct Answer: B

QUESTION 2

Which components of a ClearPass is mandatory?
A. Authorization Source

B. Profiler

C. Role Mapping Policy

D. Enforcement

E. Posture

Correct Answer: D

An enforcement policy is a way to organize enforcement profiles and apply them to users or Policy Manager roles.
Based on the enforcement policy assigned to the role, enforcement profiles are applied to the service request.

QUESTION 3

ClearPass and a wired switch are configured for 802.1x authentication with RADIUS CoA (RFC 3576) on UDP port
3799. This port has been blocked by a firewall between the wired switch and ClearPass. What will be the outcome of
this state?

A. RADIUS Authentications will fail because the wired switch will not be able to reach the ClearPass server.

B. During RADIUS Authentication, certificate exchange between the wired switch and ClearPass will fail.

C. RADIUS Authentications will timeout because the wired switch will not be able to reach the ClearPass server.

D. RADIUS Authentication will succeed, but Post-Authentication Disconnect-Requests from ClearPass to the wired
switch will not be delivered.

E. RADIUS Authentication will succeed, but RADIUS Access-Accept messages from ClearPass to the wired switch for
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Change of Role will not be delivered.

Correct Answer: D

QUESTION 4

Refer to the exhibit.

Enforcement Policies - Enterprise Enforcement Policy

m Enforcement Rules

Enforcement:
Mame: Enterprise Enforcement Paolicy
Description: Enferzement policies far local and remcte employees
Enforcement Typea: RADIIS
Default Profile: [Dery Access Profile]
Rules:

Rules Evaluation Algornithm: Evaluate all

Conditions Actions
{Tips: Posture Equals HEALTHY [0)) '
AND (Tips:Role MATCHES ANY Remote Worker [RADIUS] EMPLOYEE VLAN, [RADIUS]
1. | Role Engineer testga) Remete Employee ACL

AND (Date:Day-of-Week NOT_BELONGS TO Saturday, Sunday)
[ {Tips:Role EQUALS Senior_Mgmt)

= | AND (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday) [RADILIS] EMRLOYEE. VLAN
| (Tips:Role EQUALS San Jose HR Local)
3- | AND (Tips: Posture EQUALS HEALTHY (D) HENEAY
| (Tips:Role EQUALS [Guest])
i IANL} (Connection:5510 CUN |AINS guest) [rrtiRde] IWREEhoe GUEST HETWORE
5 i(T:ps:RoLe EQUALS Remote Worker)

AND (Tips:Posture NOT_EQUALS HEALTHY (0)) RestrictedACL

Based on the Enforcement Policy configuration shown, when a user with Role Engineer connects to the network and the
posture token assigned is Unknown, which Enforcement Profile will be applied?

A. EMPLOYEE_VLAN

B. RestrictedACL

C. Deny Access Profile

D. HR VLAN

E. Remote Employee ACL

Correct Answer: C

QUESTION 5
Why is a terminate session enforcement profile used during posture checks with 802.1x authentication?
A. To send a RADIUS CoA message from the ClearPass server to the client

B. To disconnect the user for 30 seconds when they are in an unhealthy posture state
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C. To blacklist the user when they are in an unhealthy posture state
D. To force the user to re-authenticate and run through the service flow again
E. To remediate the client applications and firewall do that updates can be installed

Correct Answer: A
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