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QUESTION 1

Which options support DHCP profiling for devices in a network? (Choose two.)

A. configuring ClearPass as a DHCP relay for the client

B. enabling the DHCP server to profile endpoints and forward meta-data to ClearPass

C. enabling DHCP relay on our network access devices so DHCP requests are forwarded to ClearPass

D. enabling the DHCP server to forward DHCP traffic to ClearPass

E. DHCP profiling is enabled on ClearPass by default; configuration of the network access devices is not necessary

Correct Answer: AC

QUESTION 2

How can Enforcement Policy rules be evaluated? (Choose two.)
A. It is checked top down, as configured in the rules tab.

B. All rules are checked, and all matches are used.

C. If no rules match, the request is rejected.

D. Itis checked bottom up, as configured in the rules tab.

E. All rules are checked, and the best match is used.

Correct Answer: AC

QUESTION 3

Refer to the exhibit.
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Enforcement Policies — Corp SSID Access
i iElg @ Enforcement  Rules

Enforcement:
Name: Corp SSID Access
Description:
Enforcement Type: RADIUS
Default Profile: Allow Internet Only Access
Rules:
Rules Evaluation Algorithm: First applicable
Conditions Actions
1. (Tips:Role employee) Allow Full Access
2, (Tips:Role [Contractor]} Corp Secure Contractor
3. (Tips:Role Corp BYOD) Secure Corp BYOD Access
Canfiguration — Hentity = Local User
Local Users
Filter: Role = contains employce Sl Go |Clear Filter]
- Useril), a Name Role
1. john jchn [Emplovee]
2. mike mike [Emplovee]
3 neil neil [Emplovee]

Suovweeg 1-3 of 3
Exhihic::RCCART 2827
What will be the enforcement for the user "neil"?
A. Allow Internet Only Access
B. Allow Full Access
C. Corp Secure Contractor
D. Secure Corp BYOD Access

Correct Answer: B

QUESTION 4

Your boss suggests that you configure a guest self-registration page in ClearPass for the Conference
Events SSID.

Which advantages will this give? (Choose two.)

A. It will allow guest users to create a login account for the web login page.

B. It will stop employees from putting their corporate devices on the event network.

C. It will allow employees to get their own devices securely connected to the network.
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D. It will allow the Conference center to collect extra information about the guest.
E. It can be pre-located with guest information from the conference registration.

Correct Answer: AE

QUESTION 5

Refer to the exhibit.

Services
BETEE  Authentication  Roles  Enforcement Summary
T pe: Aruba 802 1X Wirgless '
ame- Test_Service
Description: Aruba 8021 Wirgless Access Service
Monitor Mode: Enable to monitar network access without enforcement

Authorization ' Posture Compliance Audit End-hosts  Profile Endpoints Accounting Proxy

-1 3 : -
Matches“ﬁﬁfg‘f or = ALL ofthe igllnwmg conditions: I ek
1. Radius: IETF MAS-FPort-Type EQUALS ‘Wireless-802.11 10
2. | Radius: IETF Senice-Type BELONGS_TO Lagin-User(1), Framed
3. Radius: Aruba Arubadssidi-Name EXISTS
4  Radius: Aruba Arubad{ssidi-Name EQUALS CORP
5 Click to add...

Which user authentication request will match the service rules of the Policy Service shown?
A. a wireless user connecting to an Aruba IAP on the SSID "CORP"

B. a wireless user connection would fail because of miss-configured service rules.

C. a wireless user connecting to any SSID on an Aruba Controller

D. a wireless user connected to any SSID named "CORP"

Correct Answer: A
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