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QUESTION 1

A financial institution contacts an Aruba partner to deploy an advanced and secure Mobility Master (MM)Mobility
Controller (MC) WLAN solution in its main campus and 14 small offices/home offices (SOHOSs). Key requirements are
that users at all locations, including telecommuters with VIA, should be assigned roles with policies that filter undesired
traffic. Also, advanced WIPs should be enforced at the campus only.

These are additional requirements for this deployment:

RAPs should ship directly to their final destinations without any pre-setup and should come up with the right
configuration as soon as they get Internet access. Activate should be configured with devices MACs, serial numbers,
and provisioning rules that redirect them to the standalone VMC at the DMZ Users should be able to reach DNS, FTP,
Web and telephone servers in the campus as well as send and receive IP telephone calls to and from the voice
10.1.50.0/24 segment. Local Internet access should be granted.

Refer to the exhibit.
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Refer to the scenario and the exhibit.
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(MC2) [MDC] #show ip access-list split-tunneling

ip access-list session split-tunneling
split-tunnelimg

Priority Source Destination Service Application Action TimeRange

1 any any svc-dhcp permit

Log Expired Queue TOS 8021P Blacklist Mirror DisScan IPv4/6

Low 4
2 user 10.200.0.0.255.255.255.252 any permit
Low 4
3 10.200.0.0 255.255.255.252 user any permit
Low 4
4 user 10.1.50.0 255.255.255.0 svc-rtsp permit
Low 4
5 user 10.1.50.0 255.255.255.0 svc-sip-udp permit
Low 4
6 10.1.50.0 255.255.255.0 user svc-risp permit
Low 4
7 10.1.50.0 255.255.255.0 user svc-sip-udp permit
Low 4

Which command must the network administrator add in the split-tunneling policy to meet the requirements for the RAP
employee SSID?

A. user any svc-http permit

B. user any any src-nat pool dynamic-srcnat
C. any user any src-nat pool dynamic-srcnat
D. user any any dst-nat

Correct Answer: B

QUESTION 2

A company has headquarters based in the US and rents internation office space in Mexico City so that 10 employees
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can work remotely. The company must implement a remote access technology so branch office employees can access
all servers at the headquareters.

The office has both wired and wireless internet connectivity, with no restrictions on what device connects to the network.
However, ports UDP 4500, 5060, and 5061 are blocked by the primeter firewall.

Which remote access technology is required to allow employees to access the servers at the headquarters?
A. BOC with CAPs

B. IAP VPN

C. RAP

D. VIA

Correct Answer: C

QUESTION 3

A financial institution contacts an Aruba partner to deploy an advanced and secure Mobility Master (MM)Mobility
Controller (MC) WLAN solution in its main campus and 14 small offices/home offices (SOHOs). Key requirements are
that users at all locations, including telecommuters with VIA, should be assigned roles with policies that filter undesired
traffic. Also, advanced WIPs should be enforced at the campus only.

These are additional requirements for this deployment:

RAPs should ship directly to their final destinations without any pre-setup and should come up with the right
configuration as soon as they get Internet access. Activate should be configured with devices MACs, serial numbers,
and provisioning rules that redirect them to the standalone VMC at the DMZ Users should be able to reach DNS, FTP,
Web and telephone servers in the campus as well as send and receive IP telephone calls to and from the voice
10.1.50.0/24 segment. Local Internet access should be granted.

Refer to the exhibit.
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Refer to the scenario and the exhibit.
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The standalone VMC will act as a VPN Concentrator of the RAPs. The network administrator configures the Standalone
VMC with a pool of addresses and the SOHOs AP Group from the MM.

Which additional steps must the network administrator perform to allow the RAPs to terminate their IPSec tunnels and
associate to the Standalone VMC?

A. Add RAP MAC addresses into the RAP whitelist, and associate them with the SOHOs AP-Group.
B. Add RAP MAC addresses into the CPSec whitelist, and associate them with the SOHOs AP-Group.
C. Configure the same IP Pool at the MM group level, then create user accounts for the RAPs in the internal database.

D. Create user accounts with the sys-ap-role, and define shared secrets to associate to RAP IP addresses at the MM
group level.

Correct Answer: D

QUESTION 4
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Refer to the exhibit.

(MM1) [mynode] #show ip interface brief

Interface IP Address /| IP Netmask Admin Protocol VRRP-IP
vian 1 10.254.10.14 | 255.255.255.0 up up 10.254.10.214
loopback unassigned |/ unassigned up up

mgmt unassigned |/ unassigned down down

(MM1) [mynode] #show vrrp

Virtual Router 140:
Description MM1
Admin State UP, VR State BACKUP
IP Address 10.254.10.214, MAC Address 00:00:5e:00:01:8¢c, vlan1
Priority 100, Advertisement 5 sec, Preemption Enable Delay 60
Auth type PASSWORD, Auth data: =
tracking is not enabled

(MM1) [mynode]#

After a recent power outage where MM1 is located, the network administrator could not perform configuration tasks on
Mobility Controllers (MC) for several hours. The network administrator decides to acquire another Mobility Master (MM)
and deploy L2 MM redundancy. The new MM is assigned the

10.254.10.15 IP address and VRRP is configured in both units. The network administrator verifies that VRRP is running,
and prepares to complete the setup with the following scripts.

/mm/mynode (MM1) :

master—-redundancy

naster—vrrp 140

peer—ip—address 10.254.10.15 ipsec keyl23
/mm/mynode (MM2) :

master-redundancy

master—-vrrp 140

peer—ip—address 10.254.10.14 ipsec keyl23

/mm (MM1) :
database synchronize period 20

Which configuration tasks must the network administrator do before applying the script in order to successfully deploy
L2 MM redundancy and prevent any other control plane outage?

A. Confirm that the VRRP and master redundancy keys are the same.
B. Change the VIP address of ther VRRP process 140 to 10.254.10.15.

C. Reduce the VRRP priority to 90 and restart the process in MM2.,
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D. Enable the MM database synchronization in MM2.

Correct Answer: A

QUESTION 5

A network administrator deploys APs with radios in Air Monitor mode and detects several APs and SSIDs that belong to
stores next door. The Mobility Master (MM) classifies the APs and SSIDs as potential rogues. The network administrator
wants to prevent the Air Monitor from applying countermeasures against these APs.

How can the network administrator accomplish this?

A. Select the BSSID and click reclassify, then select neighbor.

B. Run the Define WIP Policy task, and define the BSSIDs of the neighboring APs as interfering.

C. Select the BSSID and click reclassify, then select interfering.

D. Run the Define WIP Policy task, and define the BSSIDs of the neighboring APs as Authorized.

Correct Answer: A
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