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QUESTION 1

Refer to the exhibit.

Admmmestrabon » Dhcbonanes = RADIUS
RADIUS Dictionaries

RADIUS Attributes

Vendor Name: Aruba (14823)
1. Aruba-User-Role 1 Stnng in out
2. Aruba-User-Vian 2 Unsigned32 in out .
3. Aruba-Priv- Admen- User L ] Unsignedl2 N out
4. Aruba-Admn-Role “ Stnng n out
5. Aruba-Essid-Name 5 String mn out
6. Aruba-Locaton-ld 6 Strng n out
7. Aruba-Port-Id 7 Strng n out
I.E Aruba- Template-User 8 Strng n out
9. Aruba-Named-Vian 9 Strng n out
10, Aruba-AP-Group 10 Strng n out

In the Aruba RADIUS dictionary shown, what is the purpose of the RADIUS attributes?
A. to gather and send Aruba NAD information to ClearPass

B. to gather information about Aruba NADs for ClearPass

C. to send information via RADIUS packets to Aruba NADs

D. to send information via RADIUS packets to clients

E. to send CoA packets from ClearPass to the Aruba NAD

Correct Answer: C

QUESTION 2

Refer to the exhibit.
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Which statements accurately describe the status of the Onboarded devices in the configuration for the network settings
shown? (Select two.)

A. They will connect to Employee_Secure SSID after provisioning.

B. They will connect to Employee_Secure SSID for provisioning their devices.
C. They will use WPA2-PSK with AES when connecting to the SSID.

D. They will connect to secure_emp SSID after provisioning.

E. They will perform 802.1X authentication when connecting to the SSID.

Correct Answer: DE

QUESTION 3

Refer to the exhibit.
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Captive Portal Authentication Profile = default Show Reference Save As Reset
Nefault Role puest ¥ | Nefault Guest Rale puest
Redirect Pause 10 sec User Login '
Guest Login Logout popup window ¥
Use HTTP for Logon weit minimum 5 _
authentication wait
Logon wait maximum logon wait CPU
10 (i8] %
wait i utilization threshold
Max Authentication
: 0 Show FQDN
failures
Use CHAP - ;
Et:‘:dard} inos Login page fauth/index.html
Welcome page Jauth/welcome html Show Welcome Page o
Add switch 1P address Allow only one active
in the redirection URL user sesson
A | Delete A | Delete
Whilz List Black List
v Add ¥ Add

Show the acceptable
use policy page

Based on the information shown, which field in the Captive Portal Authentication profile should be changed so that guest
users are redirected to a page on ClearPass when they connect to the Guest SSID?

A. both Login and Welcome Page

B. Default Role

C. Welcome Page

D. Default Guest Role

E. Login Page

Correct Answer: E

The Login page is the URL of the page that appears for the user logon. This can be set to any URL.

The Welcome page is the URL of the page that appears after logon and before redirection to the web URL. This can be
set to any URL.

References: http://www.arubanetworks.com/techdocs/ArubaOS_63_Web_Help/Content/ArubaFrameStyles/Captive_Por
tal/Captive_Portal_Authentic.htm

QUESTION 4
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An Android device goes through the single-SSID Onboarding process and successfully connects using EAP-TLS to the
secure network. What is the order in which services are triggered?

A. Onboard Authorization, Onboard Provisioning, Onboard Authorization

B. Onboard Provisioning, Onboard Pre-Auth, Onboard Authorization, Onboard Provisioning
C. Onboard Provisioning, Onboard Authorization, Onboard Pre-Auth

D. Onboard Provisioning, Onboard Authorization, Onboard Provisioning

E. Onboard Provisioning, Onboard Pre-Auth, Onboard Authorization

Correct Answer: D

QUESTION 5

ClearPass and a wired switch are configured for 802.1x authentication with RADIUS CoA (RFC 3576) on UDP port
3799. This port has been blocked by a firewall between the wired switch and ClearPass. What will be the outcome of
this state?

A. RADIUS Authentications will fail because the wired switch will not be able to reach the ClearPass server.

B. During RADIUS Authentication, certificate exchange between the wired switch and ClearPass will fail.

C. RADIUS Authentications will timeout because the wired switch will not be able to reach the ClearPass server.

D. RADIUS Authentication will succeed, but Post-Authentication Disconnect-Requests from ClearPass to the wired
switch will not be delivered.

E. RADIUS Authentication will succeed, but RADIUS Access-Accept messages from ClearPass to the wired switch for
Change of Role will not be delivered.

Correct Answer: D
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