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QUESTION 1

An employee authenticates using a corporate laptop and runs the persistent Onguard agent to send a health check back
the Policy Manager. Based on the health of the device, a VLAN is assigned to the corporate laptop. Which licenses are
consumed in this scenario? 

A. 1 Policy Manager license, 1 Onboard License 

B. 2 Policy Manager licenses, 1 Onguard License 

C. 1 Policy Manager license, 1 Profile License 

D. 2 Policy Manager licenses, 2 Onguard licenses 

E. 1 Policy Manager license, 1 Onguard License 

Correct Answer: E 

 

QUESTION 2

Refer to the exhibit. 

What is the purpose of the `Clock Skew Allowance\\' setting? (Select two.) 

A. to ensure server certificate validation does not fail due to client clock sync issues 

B. to set start time in client certificate to a few minutes before current time 

C. to adjust clock time on client device to a few minutes before current time 

D. to ensure client certificate validation does not fail due to client clock sync issues 

E. to set expiry time in client certificate to a few minutes longer than the default setting 

Correct Answer: D 

Clock Skew Allowance adds a small amount of time to the start and end of the client certificate\\'s, not the server
certificate\\'s, validity period. This permits a newly issued certificate to be recognized as valid in a network where not all
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devices are perfectly synchronized. 

References: http://www.arubanetworks.com/techdocs/ClearPass/6.6/Guest/Content/Onboard/EditingCASettings.htm 

 

QUESTION 3

What is the purpose of the Audit Viewer in the Monitoring section of ClearPass Policy Manager? 

A. to audit client authentications 

B. to display changes made to the ClearPass configuration 

C. to display the entire configuration of the ClearPass Policy Manager 

D. to audit the network for PCI compliance 

E. to display system events like high CPU usage. 

Correct Answer: B 

 

QUESTION 4

Refer to the exhibit. 
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Which statement accurately reflects the status of the Policy Simulation test figure shown? 

A. The test verifies that a client with username test1 can authenticate using EAP-PEAP. 

B. Role mapping simulation verifies if the remote lab AD has the ClearPass server certificate. 

C. Role mapping simulation verifies that the client certificate is valid during EAP-TLS authentication. 

D. The simulation test result shows the firewall roles assigned to the client by the Aruba Controller. 

E. The roles assigned in the results tab are based on rules matched in the AD Role Mapping Policy. 

Correct Answer: E 

 

QUESTION 5

Refer to the exhibit. 
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Based on the configuration of a Windows 802.1X supplicant shown, what will be the outcome of selecting `Validate
server certificate\\'? 

A. The server and client will perform an HTTPS SSL certificate exchange. 

B. The client will verify the server certificate against a trusted CA. 

C. The client will send its private key to the server for verification. 

D. The server will send its private key to the client for verification. 

E. The client will send its certificate to the server for verification. 

Correct Answer: B 
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