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QUESTION 1

Refer to the exhibit.

Enforcement Policies - Enterprise Enforcement Policy

Summary Enforcement Rules

Enforcement;
Nama: Enterprise Enfoscemnent Policy
Descnplion: Enforcerment policies for local and remote employees
Enforcement Type: RADIUS
Default Profile; [Deny Access Profile]
Rutles:
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Ruleg Evaluation Algonthm: Evaluale all

Conditions

(Tips' Posture Equals HEALTHY (0))

AND (Tips:Raole MATCHES_ANY Remote Worker

Role Engineer tesiga)

AND (Date:Day-of Week NOT_BELONGS_TO Saturday, Sunday)
(Tips Role EQUALS Senior_Mgmt)

AND (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)

| (Tips Role EQUALS San Jose HR Local)

AND (Tips: Posture EQUALS HEALTHY (0))
(Tips Role EQUALS [Guest])

AND (Connection SSID CONTAINS guest)

(Tips Role EQUALS Remole Worker)

AND (Tips Posture NOT_EQUALS HEALTHY {0))

Actions

[RADIUS] EMPLOYEE _VLAN, [RADIUS]
Remote Employee ACL

[RADIUS] EMPLOYEE_VLAN
HR VLAM
[RADIUS] WIRELESS_GUEST_NETWORK

RestnctedACL

Based on the Enforcement Policy configuration shown, when a user with Role Engineer connects to the network and the

posture token assigned is Unknown, which Enforcement Profile will be applied?

A. EMPLOYEE_VLAN

B. RestrictedACL

C. Deny Access Profile

D. HR VLAN

E. Remote Employee ACL

Correct Answer: C

QUESTION 2

What must be configured to enable RADIUS authentication with ClearPass on a network access device (NAD)? (Select

two.)

A. the ClearPass server must have the network device added as a valid NAD

B. the ClearPass server certificate must be installed on the NAD

C. a matching shared secret must be configured on both the ClearPass server and NAD
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D. an NTP server needs to be set up on the NAD
E. a bind username and bind password must be provided

Correct Answer: AC

QUESTION 3

Which IP address should be set as the DHCP relay on an Aruba Controller for device fingerprinting on ClearPass?
A. DHCP server IP

B. Active Directory IP

C. Switch IP

D. Microsoft NPS server IP

E. ClearPass server IP

Correct Answer: E

QUESTION 4

Refer to the exhibit.

Based on the Translation Rule configuration shown, what will be the outcome?

A. An AD user from group Administrators will be assigned the operator profile of IT Administrators.

B. All ClearPass Policy Manager admin users who are members of the Administrators AD group will be assigned the
TACACS profile of IT Administrators.

C. All active directory users will be assigned the operator profile of IT Administrators.
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D. A user from AD group MatchAdmin will be assigned the operator profile of IT Administrators.

Correct Answer: A

QUESTION 5

Which collectors can be used for device profiling? (Select two.)
A. Username and Password

B. ActiveSync Plugin

C. Client\\'s role on the controller

D. Onguard agent

E. Active Directory Attributes

Correct Answer: BD
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