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QUESTION 1

What is the purpose of Operator Profiles? 

A. to enforce role based access control for Aruba Controllers 

B. to enforce role based access control for ClearPass Policy Manager admin users 

C. to enforce role based access control for ClearPass Guest Admin users 

D. to assign ClearPass roles to guest users 

E. to map AD attributes to admin privilege levels in ClearPass Guest 

Correct Answer: C 

An operator profile determines what actions an operator is permitted to take when using ClearPass Guest. 

References: http://www.arubanetworks.com/techdocs/ClearPass/CPGuest_UG_HTML_6.5/Content/OperatorLogins/Op
eratorProfiles.htm 

 

QUESTION 2

Which authorization servers are supported by ClearPass? (Select two.) 

A. Aruba Controller 

B. LDAP server 

C. Cisco Controller 

D. Active Directory 

E. Aruba Mobility Access Switch 

Correct Answer: BD 

Authentication Sources can be one or more instances of the following examples: 

*

 Active Directory 

*

 LDAP Directory 

*

 SQL DB 

*
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 Token Server 

*

 Policy Manager local DB 

References: ClearPass Policy Manager 6.5 User Guide (October 2015), page 114 https://community.arubanetworks.co
m/aruba/attachments/aruba/SoftwareUserReferenceGuides/52/1/ClearPass%20Policy%20Manager%206.5%20User%2
0Guide.pdf 

 

QUESTION 3

Use this form to make changes to the RADIUS Web Login Guest Network. 

A Web Login page is configured in Clear Pass Guest as shown. 

What is the purpose of the Pre-Auth Check? 

A. To authenticate users after the NAD sends an authentication request to ClerPass 

B. To authenticate users before the client sends the credentials to the NAD 

C. To authenticate users when they are roaming from one NAD to another 

D. To authenticate users before they launch the Web Login Page 

E. To replace the need for the NAD to send an authentication request to ClearPass 

Correct Answer: B 

 

QUESTION 4
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Refer to the exhibit. 

Based on the information shown, what is the purpose of using [Time Source] for authorization? 

A. to check whether the MAC address status is unknown in the endpoints table 

B. to check whether the MAC address is in the MAC Caching repository 

C. to check how long it has been since the last web login authentication 

D. to check whether the MAC address status is known in the endpoint table. 

Correct Answer: D 

 

QUESTION 5

A university wants to deploy ClearPass with the Guest module. The university has two types that need to use web login
authentication. The first type of users are students whose accounts are in an Active Directory server. The second type
of users are friends of students who need to self-register to access the network. 

How should the service be set up in the Policy Manager for this network? 

A. Guest User Repository and Active Directory server both as authentication sources 

B. Active Directory server as the authentication source, and Guest User Repository as the authorization source 

C. Guest User Repository as the authentication source, and Guest User Repository and Active Directory server as
authorization sources 

D. either the Guest User Repository or Active Directory server should be the single authentication source 

E. Guest User Repository as the authentication source and the Active Directory server as the authorization source 

Correct Answer: A 
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