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QUESTION 1

Refer to the exhibit.

Enforcement Policies - Enterprise Enforcement Policy

Fnfnrcement Rules

Enforcement:
Mame: Enterprise Enforcement Palicy
Description: Enferzement policies for local and remcte employees
Enforcement Type: RADIJS
Default Profile: [Deny Access Profile]
Rules:

Rules Evaluation Algorithm: Evaluate all

Conditions Actions
{Tips: Posture Eguals HEALTHY [0))
AND (Tips:Role MATCHES ANY Remote Worker [RADIUS] EMPLOYEE VLAN, [RADIUS]
. | Role Engineer testqa) Remote Employee ACL

AND (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)
(Tips:Role EQUALS Senior_Mgmt)

2. | AND (Date-Day-of-Week NOT_BELONGS_TO Saturday, Sunday) [RADILISTEMPLOYEE VLAN
(Tips:Rele EQUALS San Jose HR Local)
3| AND (Tips: Posture EQUALS HEALTHY (0)) HIRVEAN
(Tips:Role EQUALS [Guest]) ’
4 ANU {Connection:5510 CUN IAINS guest) [RADRISIWIRELESS: SHEST NETWORK
5 (Tips:Rele EQUALS Remote Worker)

- | AND (Tips-Posture NOT_EQUALS HEALTHY (D)) RestrictedACL

Based on the Enforcement Policy configuration shown, when a user with Role Remote Worker connects to the network
and the posture token assigned is quarantine, which Enforcement Profile will be applied?

A. RestrictedACL

B. Remote Employee ACL
C. [Deny Access Profile]
D. EMPLOYEE_VLAN

E. HR VLAN

Correct Answer: B

The first rule will match, and the Remote Employee ACL will be used.

QUESTION 2

Which types of files are stored in the Local Shared Folders database in ClearPass? (Select two.)
A. Software image

B. Backup files

C. Log files
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D. Device fingerprint dictionaries
E. Posture dictionaries

Correct Answer: BC

QUESTION 3

A client\\'s authentication is failing and there are no entries in the ClearPass Access tracker. What is a possible reason
for the authentication failure?

A. The user account has expired.

B. The client used a wrong password.

C. The shared secret between the NAD and ClearPass does not match.
D. The user\\'s certificate is invalid.

E. The user is not found in the database.

Correct Answer: C

QUESTION 4

Refer to the exhibit.
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Home >> Configuration >> Web Logins
RADIUS Web Login

Use this form to make changes to the RADIUS Web Login Guest Network.

* Name: | Guest Network |
Enter a name for this web login page.
Page Name: |Aruba login |

Enter a page name for this web login.
The web login be accessible from “/guest/page _name.php”.

Description:

Comments or descriptive text about the web login.
* Vendor Settings: ||Aruba Networks [v|

Select a predefined group of settings suitable for standard network
configurations.

Address: |securelogin arubanetworks.com |

Enter the IP address or hostname of the vendor’s product here.
Secure Login: | Use vendor default |¥|

Select a security option to apply to the web login process.
Dynamic Address:  |[ | The controller will send the IP to submit credentials

In multi-controller deployments, it is often required to post credentials
to different addresses. The address above will be used whenever the
parameter is not available or fails.

When configuring a Web Login Page in ClearPass Guest, the information shown is displayed. What is the page name
field used for?

A. for forming the Web Login Page URL

B. for Administrators to access the PHP page, but not guests

C. for Administrators to reference the page only

D. for forming the Web Login Page URL where Administrators add guest users

E. for informing the Web Login Page URL and the page name that guests must configure on their laptop wireless
supplicant.

Correct Answer: A
The Page Name is an identifier page name that will appear in the URL -- for example, "/guest/page_name.php".

References: http://www.arubanetworks.com/techdocs/ClearPass/CPGuest_UG_HTML_6.5/Content/Configuration/Creat
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eEditWebLogin.htm

QUESTION 5

Refer to the exhibit.

Configuration » Seraces » Edl - CompanyX Onbosrd Authonzaton

Services - CompanyX Onboard Authorization

P S S T ¢ vorcement |

Use Cached Results: Il Use cached Rales and Posture sttributes from previbus SOEEONE

Enforcement Pokcy: | CompanyX Onbowd Autorzaton Poscy =] [INEEETINN 4dd new £0
Descrplaon Sample policy controling suthorzation duning Onboard provissonng

Dafauit Profily: [Dwry Access Profils]

| Rudes Evaslustion Algonithm:  evaluste- sl

[(Date:Day-of - Weak A
I!I. Monday, T Say, Wadnasday, T+ Say Friday, Saturday, Sunday ) [Abow Access Profle). (Aruba Termanate Sesson]

Based on the configuration of the Enforcement Profiles in the Onboard Authorization service shown, which Onboarding
action will occur?

A. The device will be disconnected from the network after Onboarding so that an EAP-TLS authentication is not
performed.

B. The device will be disconnected from and reconnected to the network after Onboarding is completed.
C. The devicel\'s onboard authorization request will be denied.

D. The device will be disconnected after post-Onboarding EAP-TLS authentication, so a second EAP-TLS
authentication is performed.

E. After logging in on the Onboard web login page, the device will be disconnected form and reconnected to the network
before Onboard begins.

Correct Answer: B
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