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QUESTION 1

Which collectors can be used for device profiling? (Select two.)
A. Username and Password

B. ActiveSync Plugin

C. Client\\'s role on the controller

D. Onguard agent

E. Active Directory Attributes

Correct Answer: BD

QUESTION 2

An employee provisions a personal smart phone using the Onboard process. In addition, the employee has a corporate
laptop provided by IT that connects to the secure network. How many licenses does the employee consume?

A. 1 Policy Manager license, 2 Guest Licenses

B. 2 Policy Manager licenses, 1 Onboard License
C. 1 Policy Manager license, 1 Onboard License
D. 1 Policy Manager license, 1 Guest License

E. 2 Policy Manager licenses, 2 Onboard Licenses

Correct Answer: B

QUESTION 3

Refer to the exhibit.

Summary Service Authentication l -Roles. Enforcement

Authentication Methods: . [[eap PEAPR] == - ——
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remotelab AD [Active Directoryl
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Based on the Authentication sources configuration shown, which statement accurately describes the outcome if the user
is not found?

A. If the user is not found in the remotelab AD but is present in the local user repository, a reject message is sent back
to the NAD.

B. If the user is not found in the local user repository but is present in the remotelab AD, a reject message is sent back
to the NAD.

C. If the user is not found in the local user repository a reject message is sent back to the NAD.

D. If the user is not found in the local user repository and remotelab AD, a reject message is sent back to the NAD.
E. If the user is not found in the local user repository a timeout message is sent back to the NAD.

Correct Answer: D

Policy Manager looks for the device or user by executing the first filter associated with the authentication source.

After the device or user is found, Policy Manager then authenticates this entity against this authentication source. The
flow is outlined below:

On successful authentication, Policy Manager moves on to the next stage of policy evaluation, which collects role
mapping attributes from the authorization sources.

*

Where no authentication source is specified (for example, for unmanageable devices), Policy Manager passes the
request to the next configured policy component for this service.

*

If Policy Manager does not find the connecting entity in any of the configured authentication sources, it rejects the
request. References: ClearPass Policy Manager 6.5 User Guide (October 2015), page 134 https://community.arubanetw
orks.com/aruba/attachments/aruba/SoftwareUserReferenceGuides/52/1/ClearPass%20Policy%20Manager%206.5%20
User%20Guide.pdf

QUESTION 4

Which authentication protocols can be used for authenticating Windows clients that are Onboarded? (Select two.)
A. EAP-GTC

B. PAP

C. EAP-TLS

D. CHAP

E. PEAP with MSCHAPv2

Correct Answer: CE
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QUESTION 5

Under which circumstances is it necessary to use an SNMP based Enforcement profile to send a VLAN?
A. when a VLAN must be assigned to a wired user on an Aruba Mobility Controller

B. when a VLAN must be assigned to a wireless user on an Aruba Mobility Controller

C. when a VLAN must be assigned to a wired user on a third party wired switch that does not support RADIUS return
attributes

D. when a VLAN must be assigned to a wired user on an Aruba Mobility Access Switch

E. when a VLAN must be assigned to a wired user on a third party wired switch that does not support RADIUS
accounting

Correct Answer: C
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