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QUESTION 1

Refer to the exhibit.

Admmmestrabon » Dhcbonanes = RADIUS
RADIUS Dictionaries

RADIUS Attributes

Vendor Name: Aruba (14823)
1. Aruba-User-Role 1 Strng in out
2. Aruba-User-Vian 2 Unsigned32 in out .
3. Asruba-Priv- Admen- User 3 Unsignedl2 n out
4. Aruba-Admn-Role = Strng n out
5. Aruba-Essd-Name 5 String m out
6. Aruba-Locabon-ld [ Stng n out
74 Aruba-Port-Iid 7 Strng n out
B. Aruba-Template-User 8 Stnng in out
9. Aruba-Named-Vian 9 Strng n out
10, Aruba- &P Group 10 Stnng n out

In the Aruba RADIUS dictionary shown, what is the purpose of the RADIUS attributes?
A. to gather and send Aruba NAD information to ClearPass

B. to gather information about Aruba NADs for ClearPass

C. to send information via RADIUS packets to Aruba NADs

D. to send information via RADIUS packets to clients

E. to send CoA packets from ClearPass to the Aruba NAD

Correct Answer: C

QUESTION 2

Which devices support Apple over-the-air provisioning? (Select two.)
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A.I0S5

B. Laptop running Mac OS X 10.8

C. Laptop running Mac OS X 10.6

D. Android 2.2

E. Windows XP

Correct Answer: AB

Apple over-the-air provisioning is supported by I0S and OSX above version 10.6.

References: https://community.arubanetworks.com/aruba/attachments/aruba/tkb@tkb/286/1/BYODwithClearPass_Cam
eron_Esdaile.pdf

QUESTION 3

Refer to the exhibit.

D MNetwork Login In Progress . X

AP s, ClearPass

neiworks

Network Login In Progress...

Please wait while you are logged into the network, ..

Based on the information shown on a client\\'s laptop, what will happen next?
A. The web login page will be displayed.

B. The client will send a NAS authentication request to ClearPass.

C. ClearPass will send a NAS authentication request to the NAD.

D. the NAD will send an authentication request to ClearPass.

E. The user will be presented with a self-registration receipt.

Correct Answer: D

QUESTION 4
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Refer to the exhibit.

rsmnitcring » Event Viewer
Event Viewer

System Event Details

Filter: | Source ~ [=lcontains rabiUS
-
i Sources. .. o . Level | Category
1. RADIUS ERROR Authentication

Source RADIUS
Level ERROR
Category _Authentication :
Action Unknown
o Timestamp May 09, 2013 23:29:31 UTC
; Level ERROR
Catagr:;ry e _Aul.'.hentlcannn
Action unkrmﬁn
Timestamp . May 09, 2013 23:29:31 UTC
Description Received packet from 10.8.10.100 with invalid Message-

Authenticator! (Shared secret is incorrect.)

Close

The ClearPass Event Viewer displays an error when a user authenticates with EAP-TLS to ClearPass through an Aruba

Controller Wireless Network.

What is the cause of this error?

A. The controller\\'s shared secret used during the certificate exchange is incorrect.

B. The NAS source interface IP is incorrect.

C. The client sent an incorrect shared secret for the 802.1X authentication.

D. The controller used an incorrect shared secret for the RADIUS authentication.
E. The client\\'s shared secret used during the certificate exchange is incorrect.

Correct Answer: D

QUESTION 5

Refer to the exhibit.
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Home >> Configuration >> Web Logins
RADIUS Web Login

Use this form to make changes to the RADIUS Web Login Guest Network.

* Name: | Guest Network |
Enter a name for this web login page.
Page Name: |Aruba login |

Enter a page name for this web login.
The web login be accessible from “/guest/page _name.php”.

Description:

Comments or descriptive text about the web login.
* Vendor Settings: ||Aruba Networks [v|

Select a predefined group of settings suitable for standard network
configurations.

Address: |securelogin arubanetworks.com |

Enter the IP address or hostname of the vendor’s product here.
Secure Login: | Use vendor default |¥|

Select a security option to apply to the web login process.
Dynamic Address:  |[ | The controller will send the IP to submit credentials

In multi-controller deployments, it is often required to post credentials
to different addresses. The address above will be used whenever the
parameter is not available or fails.

When configuring a Web Login Page in ClearPass Guest, the information shown is displayed. What is the page name
field used for?

A. for forming the Web Login Page URL

B. for Administrators to access the PHP page, but not guests

C. for Administrators to reference the page only

D. for forming the Web Login Page URL where Administrators add guest users

E. for informing the Web Login Page URL and the page name that guests must configure on their laptop wireless
supplicant.

Correct Answer: A
The Page Name is an identifier page name that will appear in the URL -- for example, "/guest/page_name.php".

References: http://www.arubanetworks.com/techdocs/ClearPass/CPGuest_UG_HTML_6.5/Content/Configuration/Creat
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