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QUESTION 1

An organization wants to ensure a client\\'s antivirus is installed and up to date prior to allowing network access.
Which ClearPass feature can be used to accomplish this?

A. Guest with sponsor approval

B. OnGuard

C. Guest with self-registration

D. Onboarding

E. RADIUS Authorization

Correct Answer: B

QUESTION 2

What will be the initial posture token of a device connecting with 802.1x authentication for the first time?

A. Unhealthy

B. Quarantine

C. Checkup

D. Unknown

E. Healthy

Correct Answer: D

When the user connects to the 802.1x SSID for the first time the Posture token will be Unknown, the initial role will be
returned to the controller and the user will be redirected to OnGuard Agent page. The user will download and run the
dissolvable or persistent agent and the agent will send the health results to the Webauth Health Check service, which
will update the posture token in the Endpoint database and send a Bounce User request to the controller. That will

cause the user to re-authenticate and this time the posture token will be known.

Reference https://community.arubanetworks.com/aruba/attachments/aruba/aaa-nac-guest-
accessbyod/21122/1/0nGuard%20config%20Tech%20Note%20v1.pdf

QUESTION 3
What does a client need for it to perform EAP-TLS successfully? (Select two.)
A. Username and Password

B. Server Certificate
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C. Pre-shared key

D. Certificate Authority
E. Client Certificate
Correct Answer: BE

Reference https://community.arubanetworks.com/t5/AAA-NAC-Guest-Access-BYOD/Binary-comparisonin-EAP-TLS-
Authentication/ta-p/257857

QUESTION 4

Customize Guest Registration

NAS Login
Options controlling logging into a NAS for self-registered guests.

Enabled: [ Enable guest login to a Network Access Server

-Aruba Networks i -

* Vendor Settings: . . .
Select a predefined group of settings suitable for standard network configurations.

Controller-initiated — Guest browser performs HTTP form submit v

Login Method:  select how the user’s network login will be handled.
Server-initiated logins require the user’s MAC address to be available, usually from the captive p

se(:urelogin.ambaneﬁadcs.éaﬁ'""

IP Address:
Enter the IP address or hostname of the vendor’s product here,

Usevendordefaut

Secure Login: ; : |
Select a security option to apply to the web login process,

The controller will send the IP to submit credentials

Dynamic Address: In multi-controller deployments, it is often required to post credentials to different addresses mac
The address above will be used whenever the parameter is not available or fails the requirement:

Default Destination
Options for controlling the destination clients will redirect to after login.

Default URL:  Enter the default URL to redirect clients.
Please ensure you prepend "http://" for any external domain.

U Force default destination for all clients
If selected, the client's default destination will be overridden regardiess of its value.

Override Destination;

Based on the self-registration customization, what is the expected outcome?
A. When the user connects to an Aruba NAD device, the user will be redirected to this self-registration page.

B. When the user completes the self-registration form, a NAS login request will be sent from the client to ClearPass
alternate domain at securelogin.arubanetworks.com.
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C. When the user browses to securelogin.arubanetworks.com, the user will be redirected to the self-registration page.

D. User credentials will be sent to the NAD device when the user clicks the login button on the self-registration receipt
page.

E. When the user clicks the register button on the self-registration page, user credentials will be sent to the NAD.

Correct Answer: B

QUESTION 5

What is the primary use of the ClearPass OnGuard Application?
A. Device Profiling

B. Guest Access

C. Secure Employee Access

D. Endpoint Posture

E. Onboarding BYOD Devices

Correct Answer: D

Reference: https://www.arubanetworks.com/assets/ds/DS_ClearPass_OnGuard.pdf
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