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QUESTION 1

While looking at the conversation page you notice some strange network behavior, such as DNS requests coming
inbound from external DNS servers. Could this be the reason why? (You have your network tap positioned wrong, and
you are just getting outside data.)

A. Yes

B. No

Correct Answer: B

QUESTION 2

While looking at the conversations page you notice one user account logging into a number of servers on a regular
basis. Is this information that you can draw from this activity? (This could be a service account and should be excluded
from correlating Logon events with devices, or every device it logs into will be credited to it as the owner.)

A. Yes

B. No

Correct Answer: B

QUESTION 3

You are administering an IntroSpect Installation. While monitoring the load on the IntroSpect Packet Processors, you
think that one Packet Processor is overloaded. Is this a correct statement about the possible overload? (As a general
rule, the data rate should be below 9000 event/sec.)

A. Yes B. No

Correct Answer: B

QUESTION 4

In a conversation with a colleague you are asked to give them an idea of what type of monitor source you would use for
each attack stage.

. Beconnaissance

1

2. bEntry or Compromise
3. Command and Control
1. Lateral Movement

5. Escalation

. BE¥ecution

e
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Would this be a correct correlation? (For "Command and Control" you can monitor DNS through AMON on the Aruba
Mobility Controllers.)

A. Yes
B. No

Correct Answer: B

QUESTION 5

You are planning to configure ClearPass to send endpoint context to IntroSpect. You need to create a checklist of
functions that must be enabled in ClearPass to support this. Is this an option that is required? (Time Source Now as part
of the authorization in the service.)

A. Yes

B. No

Correct Answer: A

Reference: https://www.google.com/url?sa=tandrct=jandq=andesrc=sandsource=webandcd=2andved=2ahUKEwiBra-
C_HgAhWLsKQKHQ4yDkkQFjABegQICBACandurl=http%3A%2F%2Fsupport.arubanetworks.com%

2FDocumentation%2Ftabid%2F77% 2FDMXModule%2F512%2FCommand%2FCore_Download%
2FMethod%2Fattachment%2FDefault.aspx%3FEntryld% 3D33268andusg=A0OvVaw3plzLBTQalED4gNGbdU1Dx
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