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QUESTION 1

What is an IPS profile?

A. a collection of filter comments

B. the interface settings for the segment
C. a collection of filter policy settings

D. the Segment Group for the interfaces

Correct Answer: C

Reference: http://h20000.www2.hp.com/bc/docs/support/SupportManual/c02586208/c02586208.pdf?ju
mpid=reg_R1002_USEN (page 150)

QUESTION 2

How does HP TippingPoint provide filter updates?

A. TippingPoint Operating System

B. IGRP

C. Digital vaccine

D. Hot Patch Install

Correct Answer: C

Digital Vaccine filters Using HP TippingPoint\\'s Threat Management Center (TMC), the DVLabs team continually
searches for emerging vulnerabilities and develops new attack filters to block network attacks. Filter updates provide
rapid inoculation against emerging threats. Digital Vaccine filters are delivered at least once per week or on a prioritized

basis as critical vulnerabilities are identified; filters can be deployed automatically with no user interaction required.
Reference: http://www.ndm.net/ips/pdf/hptippingpoint/4AA3-3612ENW.pdf (Digital Vaccine filters)

QUESTION 3

What does the typical SYN flood attack involve?

A. data center humidity errors

B. an attacker sending many spoofed TCP SYN packets
C. congestion from the inspection segment

D. interface errors that result in congestion
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Correct Answer: B

The Advanced DDoS system provides the following types of protection:

SYN Proxy -- Protects against SYN floods of the system. An attacker floods a server with malicious
connection requests (TCP SYNSs) with spoofed source IP addresses, preventing legitimate clients from
accessing the server.

Reference:
http://h20000.www2.hp.com/bc/docs/support/SupportManual/c02586208/c02586208.pdf?ju

mpid=reg_R1002_USEN (page 235)

QUESTION 4

Where are Traffic Management Filters configured?

A. within the applicable Digital vaccine

B. the Management Filter Toolkit, from the Shared Settings menu option
C. within the applicable profile

D. from the Shared Settings menu option

Correct Answer: C

How To: Create/Edit a Traffic Management Filter

1. On the Profiles - Traffic Management screen, do one of the following:
-Click New.

-Right-click on an entry and select New

Reference: http://h20628.www?2.hp.com/km-ext/kmcsdirect/emr_na-c02586208-1.pdf page 232.

QUESTION 5

Which settings are specified when configuring an IPS Segment?
A. Duplex. L2FB. and YYZ

B. Segment Name, Link Down Synchronization, and Intrinsic HA
C. Link Down Synchronization, Symmetry, and Duplex

D. Segment Name, L2FB, and Link Down Synchronization

Correct Answer: B
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Reference: http://www.nfwest.com/tp/docs/techd293-tos3-1_ug.pdf (page 117)
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