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QUESTION 1

Application Specific Packet Filter (ASPF) is packet filtering based on the application layer. ASPF checks application
layer protocol information, monitors the application layer protocol status of connections, and uses the Servermap table
to achieve a special security mechanism. Which of the following statements regarding ASPF and Servermap is false?
A. ASPF monitors packets during communication.

B. ASPF dynamically creates and deletes filtering rules.

C. ASPF uses the Servermap table to dynamically allow data of multi-channel protocols through.

D. The five-tuple Server-map entry implements a similar function to the session table.

Correct Answer: D

QUESTION 2

MPLS can forward packets only after an LSP is established. Which of the following statements regarding static LSP
establishment are true? (Multiple Choice)

A. After a static LSP is established, each node on the LSP can detect the entire LSP.

B. When MPLS is enabled on the outbound interface of the ingress node and the physical status and the protocol status
of the outbound interface are Up, the static LSP is Up regardless of whether there is an egress node or a transit node.

C. The transit node of a static LSP is configured and MPLS is enabled on both the inbound and outbound interfaces. If
the physical status and the protocol status of the inbound and outbound interfaces are Up, the static LSP is Up.

D. The egress node of the static LSP is configured and MPLS is enabled on the inbound interface. If the physical status
and the protocol status of the inbound interface are Up, the static LSP is Up regardless of whether there is an ingress
node or a transit node.

Correct Answer: CD

QUESTION 3

Among the BE service model, IntServ model, and DiffServ model, only the IntServ model and DiffServ model can
provide multi-service QoS guarantee. During network construction, the network edge should use the IntServ model and
the network core should use the DiffServ model.

A. TRUE

B. FALSE

Correct Answer: B

QUESTION 4
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An attacker sends ICMP Request packets with the destination address as the broadcast address of the attacked user
host. What is this attack?

A. IP spoofing attack

B. Smurf attack

C. ICMP redirection attack
D. SYN Flood attack

Correct Answer: B

QUESTION 5

For data with the AF DSCP flag, guaranteed bandwidth should be given. If some bandwidth is free, extra bandwidth
cannot be occupied by such data;

A. TRUE
B. FALSE

Correct Answer: B
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