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QUESTION 1

John works as a contract Ethical Hacker. He has recently got a project to do security checking for www.we-are-
secure.com. He wants to find out the operating system of the we-are-secure server in the information gathering step. 

Which of the following commands will he use to accomplish the task? (Choose two.) 

A. nc 208.100.2.25 23 

B. nmap -v -O www.we-are-secure.com 

C. nc -v -n 208.100.2.25 80 

D. nmap -v -O 208.100.2.25 

Correct Answer: BD 

According to the scenario, John will use "nmap -v -O 208.100.2.25" to detect the operating system of the we-are-secure
server. Here, -v is used for verbose and -O is used for TCP/IP fingerprinting to guess the remote operating system.
John 

may also use the DNS name of we-are-secure instead of using the IP address of the we-are-secure server. So, he can
also use the nmap command "nmap -v -O www.we-are- secure.com ". 

Answer: C is incorrect. "nc -v -n 208.100.2.25 80" is a Netcat command, which is used to banner grab for getting
information about the system and running services. 

 

QUESTION 2

Which of the following tools hides information about IIS Webservers so that they can be prevented from various attacks
performed by an attacker? 

A. httprint 

B. ServerMask 

C. Whisker 

D. WinSSLMiM 

Correct Answer: B 

ServerMask is a tool that is used to hide information about IISWebservers. Since IIS Webservers are vulnerable to
various attacks, such as, code red worm, is unicode exploit, etc., to mitigate such attacks, ServerMask removes all
unnecessary HTTP headers and response data, and file extensions like .asp or .aspx, whichare clear indicators that a
site is running on a Microsoft server. Besides this, ServerMask modifies the ASP session ID cookies values, default
messages, pages and scripts of all kinds to misguide an attacker. Answer: A is incorrect. httprint is a fingerprinting tool
that is based on Web server characteristics to accurately identify Web servers. It works even when Web server may
have been obfuscated by changing the server banner strings, or by plug-ins such as mod_security or servermask.
Answer: C is incorrect. Whisker is an HTTP/Web vulnerability scanner that is written in the PERL language. Whisker
runs on both the Windows and UNIX environments. It provides functions for testing HTTP servers for many known
security holes, particularly the presence of dangerous CGIs. Answer: D is incorrect. WinSSLMiM is an HTTPS Man in
the Middle attacking tool. It includes FakeCert, a tool used to make fake certificates. It can be used to exploit the
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Certificate Chain vulnerability in Internet Explorer. The tool works under Windows 9x/2000. 

 

QUESTION 3

You work as a Network Administrator for XYZ CORP. The company has a Windows Server 2008 network environment.
The network is configured as a Windows Active Directory-based single forest network. You configure a new Windows 

Server 2008 server in the network. The new server is not yet linked to Active Directory. You are required to accomplish
the following tasks: 

Add a new group named "Sales". 

Copy the "Returns" group from the older server to the new one. 

Rename the "Returns" group to "Revenue". 

View all group members, including for multiple groups/entire domain. You use Hyena to simplify and centralize all of
these tasks. 

Which of the assigned tasks will you be able to accomplish? 

A. Copy the "Returns" group to the new server. 

B. Rename the "Returns" group to "Revenue". 

C. Add the new group named "Sales". 

D. View and manage all group members, including for multiplegroups/entire domain. 

Correct Answer: ABC 

Hyena supports the following group management functions: Full group administration such as add, modify, delete, and
copy Rename groups Copy groups from one computer to another View both direct and indirect (nested) group members
for one or more groups [only for Active Directory] View all group members, including for multiple groups/entire domain
[only for Active Directory] Answer: D is incorrect. All group members can neither be viewed nor managed until the new
server is linked to Active Directory. 

 

QUESTION 4

DRAG DROP 

John works as a Network Administrator for Blue Well Inc. All client computers in the company run the Windows Vista
operating system. 

He wants to view the status of Windows Defender. What steps will he take to accomplish the task? 

Select and Place: 
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Correct Answer: 

Windows Defender is a software product designed by Microsoftto provide continuous security against malware. If it
detects anything suspicious, an alert will appear on the screen. Windows Defender can also be used to scan a computer
for 

suspicious software. It can remove or quarantine any malware or spyware it finds. 

Clicking on the Security Center icon will show the status of malware protection, status of firewall, and other security
settings. 

Clicking on the Windows Firewall icon will open the Windows Firewall dialog box and allow a user to configure the
Windows Firewall settings. 

 

QUESTION 5

You have been assigned a project to develop a Web site for a construction company. You plan to develop a Web site
and want to use cascading style sheets (CSS) as it helps you to get more control over the appearance and presentation
of your Web pages and also extends your ability to precisely specify the position and appearance of the elements on a
page and create special effects. You want to define styles for individual elements of a page. 

Which type of style sheet will you use? 

A. Embedded Style Sheet 

B. Internal Style Sheet 
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C. External Style Sheet 

D. Inline Style Sheet 

Correct Answer: D 

Cascading style sheets (CSS) are used so that the Web site authors can exercise greater control on the appearance
and presentation of their Web pages. And also because they increase the ability to precisely point to the location and
look of elements on a Web page and help in creating special effects. Cascading Style Sheets have codes, which are
interpreted and applied by the browser on to the Web pages and their elements. There are three types of cascading
style sheets. 

1. External Style Sheets 

2. Embedded Style Sheets 

3. Inline Style Sheets External Style Sheets are used whenever consistency in style is required throughout a Web site. A
typical external style sheet uses a .css file extension, which can be edited using a text editor such as a Notepad.
Embedded Style Sheets are used for defining styles for an active page. Inline Style Sheets are used for defining
individual elements of a page. Reference: TechNet, Contents: Microsoft Knowledgebase, February 2000 issue PSS ID
Number: Q179628 
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