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QUESTION 1

Which of the following types of attacks cannot be prevented by technical measures only?
A. Social engineering

B. Smurf DoS

C. Brute force

D. Ping flood attack

Correct Answer: A

QUESTION 2

Which of the following tools can be used to automate the MITM attack?
A. Airjack

B. Kismet

C. IKECrack

D. Hotspotter

Correct Answer: A

QUESTION 3

Which of the following is a common feature of SSL VPNs?
A. Transport mode

B. Security associations

C. IKE key exchange

D. Browser portal

Correct Answer: D

QUESTION 4
Fill in the blank with the appropriate term.

is a configuration of a network card that makes the card pass all traffic it receives to the central
processing unit rather than just packets addressed to it.
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Correct Answer: Promiscuous mode

QUESTION 5

An attacker discovers a XSS vulnerability on the website www.vulnerability.com. The attacker sends an email to several
potential victims with a link that exploits the XSS vulnerability.

What role does the application server for www.vulnerability.com play in this attack?
A. Stores the XSS code in the website\\'s backend database

B. Sends the XSS code results back to the attacker\\'s host

C. Executes the XSS code on the front end web server

D. Echoes the XSS code back to the victim\\'s browser

Correct Answer: C
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