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QUESTION 1

Which of the following statements about Encapsulating Security Payload (ESP) is true?
A. ESP is always used in combination with Authentication Header (AH).

B. ESP can encrypt data and verify data integrity.

C. ESP is never used in combination with Authentication Header (AH).

D. ESP only verifies data integrity.

Correct Answer: B

QUESTION 2

Which of the following tools is used to hide secret data in text files and is based on the concept that spaces and tabs are
generally not visible in text viewers and therefore a message can be effectively hidden without affecting the text\\'s
visual representation for the casual observer?

A. SARA

B. Snow.exe

C. Fpipe

D. Image hide

Correct Answer: B

QUESTION 3

Which methodology is a method to analyze the involved tasks in completing a given project, especially the time needed
to complete each task, and identifying the minimum time needed to complete the total project?

A. PERT
B. CPM
C.FP

D. Gantt

Correct Answer: A

QUESTION 4

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He writes the following snort rule:
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It is a Linux-based WLAN WEP cracking tool that recovers encryption keys.
It operates by passively monitoring transmissions. It uses Ciphertext Only
Attack and captures approximately 5 to 10 million packets to decrypt the
WEP keys.

This rule can help him protect the We-are-secure server from the
A. | LOVE YOU virus

B. Nimda virus

C. Chernobyl virus

D. Melissa virus

Correct Answer: B

QUESTION 5

You have configured a virtualized Internet browser on your Windows XP professional computer. Using the virtualized
Internet browser, you can protect your operating system from which of the following?

A. Mail bombing

B. Distributed denial of service (DDOS) attack
C. Brute force attack

D. Malware installation from unknown Web sites

Correct Answer: D
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