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QUESTION 1

Which of the following is NOT a recommended best practice for securing Terminal Services and Remote Desktop?
A. Require TLS authentication and data encryption whenever possible.

B. Make sure to allow all TCP 3389 traffic through the external firewall.

C. Group Policy should be used to lock down the virtual desktops of thin-client users.

D. Consider using IPSec or a VPN in addition to the RDP encryption if you are concerned about future RDP
vulnerabilities.

Correct Answer: B

QUESTION 2

Which of the following is a type of countermeasure that can be deployed to ensure that a threat vector does not meet a
vulnerability?

A. Prevention controls
B. Detection controls

C. Monitoring controls
D. Subversive controls

Correct Answer: A

QUESTION 3

You work as a Network Administrator for Net Perfect Inc. The company has a Linux-based network. You have created a
folder named Report. You have made David the owner of the folder. The members of a group named JAdmin can
access the folder and have Read, Write, and Execute permissions. No other user can access the folder. You want to
ensure that the members of the JAdmin group do not have Write permission on the folder. Also, you want other users to
have Read permission on the Report folder.

Which of the following commands will you use to accomplish the task?

A. chmod 777 report

B. chown david.jadmin report

C. chmod 555 report

D. chmod 754 report

Correct Answer: D
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QUESTION 4

What is the following sequence of packets demonstrating?

A. telnet.com.telnet > client.com.38060: F 4289:4289(0) ack 92 win 1024

B. client.com.38060 > telnet.com.telnet: .ack 4290 win 8760 (DF)

C. client.com.38060 > telnet.com.telnet: F 92:92(0) ack 4290 win 8760 (DF)
D. telnet.com.telnet > client.com.38060: .ack 93 win 1024

Correct Answer: C

QUESTION 5

How many bytes does it take to represent the hexadecimal value OXFEDCBA?
A 12

B.2

C.3

D.6

Correct Answer: C
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