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QUESTION 1

When trace route fails to get a timely response for a packet after three tries, which action will it take? 

A. It will print \\'* * *\\' for the attempts and increase the maximum hop count by one. 

B. It will exit gracefully, and indicate to the user that the destination is unreachable. 

C. It will increase the timeout for the hop and resend the packets. 

D. It will print \\'* * *\\' for the attempts, increment the TTL and try again until the maximum hop count. 

Correct Answer: D 

 

QUESTION 2

Which of the following areas of a network contains DNS servers and Web servers for Internet users? 

A. VPN 

B. MMZ 

C. VLAN 

D. DMZ 

Correct Answer: D 

 

QUESTION 3

Use Hashcat to crack a local shadow file. What Is the password for the user account AGainsboro? 

Hints 

The shadow file (shadow) and Hashcat wordlist (gsecwordlist.txt) are located in the directory /home /giac
/PasswordHashing/ 

Run Hashcat in straight mode (flag -a 0) to crack the MD5 hashes (flag -m 500) In the shadow file. 

Use the hash values from the Hashcat output file and the shadow file to match the cracked password with the user
name. 

If required, a backup copy of the original files can be found in the shadowbackup directory. 
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A. 52345234 

B. YOuRF ether? 

C. symbiote 

D. Volcano 

E. QX689PJ688 

F. LlqMM@qe 

G. Noregrets2 

H. Learn2Write 

I. Th 3D5@60n 

J. jason66 

Correct Answer: E 

 

 

QUESTION 4

Use sudo to launch Snort with the, /etc /snort /snort.conf file In full mode to generate alerts based on incoming traffic to
echo. What is the source IP address of the traffic triggering an alert with a destination port of 156? 

Note: Snort Is configured to exit after It evaluates 50 packets. 
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A. 192.168.^.30 

B. 10.72.101.210 

C. 10.10.28.19 

D. 10.11.10.11 

E. 10.10.10.66 

F. 192.168.87.68 

G. 10.12.10.112 

H. 10.11.12.13 

I. 10.10.201.150 

J. 10.10.199.146 

Correct Answer: I 

 

QUESTION 5

Which of the following protocols implements VPN using IPSec? 

A. SLIP 

B. PPP 

C. L2TP 

D. PPTP 

Correct Answer: C 
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