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QUESTION 1

Which type of risk assessment results are typically categorized as low, medium, or high- risk events? 

A. Technical 

B. Qualitative 

C. Management 

D. Quantitative 

Correct Answer: B 

 

QUESTION 2

Use Hashcat to crack a local shadow file. What Is the password for the user account AGainsboro? 

Hints 

The shadow file (shadow) and Hashcat wordlist (gsecwordlist.txt) are located in the directory. home giac
PasswordHashing 

Run Hashcat in straight mod* (flag -a 0) to crack the MD5 hashes (flag -m 500) in the shadow file. 

Use the hash values from the Hashcat output file and the shadow file to match the cracked password with the user
name. 

If required, a backup copy of the original files can be found in the shadowbackup directory. 
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A. J3@nGr3y 

B. WwBoj25tT7 
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C. MsconfiG35 

D. Noregrets2 

E. HowAreWeToday?19 

F. Prometheus 

G. 6dWalking8 

H. IM-O-O-NI 

I. yoshiro392 

J. MEWRULES 

Correct Answer: D 

 

 

QUESTION 3

You work as a Network Administrator for Net World Inc. The company has a Linux-based network. For testing purposes,
you have configured a default IP-table with several filtering rules. You want to reconfigure the table. For this, you decide
to remove the rules from all the chains in the table. Which of the following commands will you use? 

A. IPTABLES -D 

B. IPTABLES -A 

C. IPTABLES -h 

D. IPTABLES -F 

Correct Answer: D 

 

QUESTION 4

The TTL can be found in which protocol header? 

A. It is found in byte 8 of the ICMP header. 

B. It is found in byte 8 of the IP header. 

C. It is found in byte 8 of the TCP header. 

D. It is found in byte 8 of the DNS header. 

Correct Answer: B 

 

QUESTION 5
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Which of the following choices accurately describes how PGP works when encrypting email? 

A. PGP encrypts the message with the recipients public key, then encrypts this key with a random asymmetric key. 

B. PGP creates a random asymmetric key that it uses to encrypt the message, then encrypts this key with the
recipient\\'s public key 

C. PGP creates a random symmetric key that it uses to encrypt the message, then encrypts this key with the
recipient\\'s public key 

D. PGP encrypts the message with the recipients public key, then encrypts this key with a random symmetric key. 

Correct Answer: B 
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