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QUESTION 1

Which of the following methods is used by forensic investigators to acquire an image over the network in a secure
manner?

A. DOS boot disk

B. EnCase with a hardware write blocker

C. Linux Live CD

D. Secure Authentication for EnCase (SAFE)

Correct Answer: D

QUESTION 2

Which of the following is a hardware/software platform that is designed to analyze, detect and report on security related
events.

NIPS is designed to inspect traffic and based on its configuration or security policy, it can drop the malicious traffic?
A. NIDS
B. HIDS
C. HIPS
D. NIPS

Correct Answer: D

QUESTION 3

Adam works on a Linux system. He is using Sendmail as the primary application to transmit emails. Linux uses Syslog
to maintain logs of what has occurred on the system.

Which of the following log files contains e-mail information such as source and destination IP addresses, date and time
stamps etc?

A. /log/var/mailog
B. /log/var/logd

C. /var/log/logmail
D. /var/log/mailog

Correct Answer: D
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QUESTION 4

Which of the following utilities provides an efficient way to give specific users permission to use specific system
commands at the root level of a Linux operating system?

A. Apache
B. Snort
C. SSH

D. SUDO

Correct Answer: D

QUESTION 5

Which of the following technologies is used to detect unauthorized attempts to access and manipulate computer
systems locally or through the Internet or an intranet?

A. Intrusion detection system (IDS)
B. Firewall

C. Demilitarized zone (DMZ)

D. Packet filtering

Correct Answer: A
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