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QUESTION 1

At which of the following layers of the Open System Interconnection (OSI) model the Internet Control Message Protocol
(ICMP) and the Internet Group Management Protocol (IGMP) work?

A. The Data-Link layer

B. The Physical layer

C. The Network layer

D. The Presentation layer

Correct Answer: C

QUESTION 2

Which of the following methods is a behavior-based IDS detection method?
A. Pattern matching detection

B. Protocol detection

C. Knowledge-based detection

D. Statistical anomaly detection

Correct Answer: D

QUESTION 3

In which of the following CAATs (Computer Assisted Auditing Techniques) does an auditor perform tests on computer
files and databases?

A. Parallel Simulation

B. Custom Audit Software (CAS)

C. Generalized Audit Software (GAS)
D. Test Data

Correct Answer: C

QUESTION 4

Which of the following tools is used to detect wireless LANs using the 802.11b, 802.11a, and 802.11g WLAN standards
on the Windows platform?
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A. Snort

B. NetStumbler
C. AiroPeek

D. Cain

Correct Answer: B

QUESTION 5

Which of the following IPv6 address types is a single address that can be assigned to multiple interfaces?
A. Multicast

B. Anycast

C. Unicast

D. Loopback

Correct Answer: B
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