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QUESTION 1

When you conduct the XMAS scanning using Nmap, you find that most of the ports scanned do not give a response.
What can be the state of these ports?

A. Closed
B. Open
C. Filtered

Correct Answer: B

QUESTION 2

Adam works as a professional Computer Hacking Forensic Investigator. He wants to investigate a suspicious email that
is sent using a Microsoft Exchange server. Which of the following files will he review to accomplish the task? Each
correct answer represents a part of the solution. Choose all that apply.

A. Checkpoint files

B. cookie files

C. Temporary files

D. EDB and STM database files

Correct Answer: ACD

QUESTION 3

All of the following are advantages of using the Metasploitpriv module for dumping hashes from a local Windows
machine EXCEPT:

A. Doesn\\'t require SMB or NetBIOS access to the target machine
B. Can run inside of a process owned by any user

C. Provides less evidence for forensics Investigators to recover

D. LSASS related reboot problems aren\\'t an Issue

Correct Answer: C

QUESTION 4
Which of the following tools is an example of HIDS?

A. Anti-Spector
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B. Auditpol.exe
C. Elsave
D. Log File Monitor

Correct Answer: D

QUESTION 5

You want to connect to your friend\\'s computer and run a Trojan on it. Which of the following tools will you use to
accomplish the task?

A. Remoxec

B. Hk.exe

C. PSExec

D. GetAdmin.exe

Correct Answer: C
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