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QUESTION 1

Which of the following tools allows you to download World Wide Web sites from the Internet to a local computer?
A. Netcraft

B. HTTrack

C. Netstat

D. Cheops-ng

Correct Answer: B

QUESTION 2

What command will correctly reformat the Unix passwordcopy and shadowcopy Tiles for input to John The Ripper?
A. /un shadow passwd copy shadowcopy > johnfile

B. /lunshadow passwdcopy shadowcopy > johnfile

C. lunshadow shadowcopy passwdcopy >john file

Correct Answer: B

QUESTION 3

John works as an Ethical Hacker for uCertify Inc. He wants to find out the ports that are open in uCertify\\'s server using
a port scanner. However, he does not want to establish a full TCP connection. Which of the following scanning
techniques will he use to accomplish this task?

A. TCP FIN

B. Xmas tree

C. TCP SYN/ACK

D. TCP SYN

Correct Answer: D

QUESTION 4
Adam works as a professional Computer Hacking Forensic Investigator. He wants to investigate a suspicious email that

is sent using a Microsoft Exchange server. Which of the following files will he review to accomplish the task? Each
correct answer represents a part of the solution. Choose all that apply.
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A. Checkpoint files

B. cookie files

C. Temporary files

D. EDB and STM database files

Correct Answer: ACD

QUESTION 5

Which of the following tools can be used as a Linux vulnerability scanner that is capable of identifying operating systems
and network services? Each correct answer represents a complete solution. Choose all that apply.

A. Cheops

B. Fport

C. Elsave

D. Cheops-ng

Correct Answer: AD
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