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QUESTION 1

Which of the following nmap switches is used to perform NULL scan?
A. -sN

B. -sO

C.-sU

D.-sP

Correct Answer: A

QUESTION 2

In which of the following attacks is a malicious packet rejected by an IDS, but accepted by the host system?
A. Insertion

B. Evasion

C. Fragmentation overwrite

D. Fragmentation overlap

Correct Answer: B

QUESTION 3

Which of the following are the countermeasures against WEP cracking? Each correct answer represents a part of the
solution. Choose all that apply.

A. Using the longest key supported by hardware.
B. Using a non-obvious key.

C. Using a 16 bit SSID.

D. Changing keys often.

Correct Answer: ABD

QUESTION 4

Which of the following describes the direction of the challenges issued when establishing a wireless (IEEE 802.11)
connection?

A. One-way, the client challenges the access point
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B. One-way, the access point challenges the client
C. No challenges occur (or wireless connection
D. Two-way, both the client and the access point challenge each other

Correct Answer: D

QUESTION 5

What section of the penetration test or ethical hacking engagement final report is used to detail and prioritize the results
of your testing?

A. Methodology

B. Conclusions

C. Executive Summary
D. Findings

Correct Answer: D
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