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QUESTION 1

DRAG DROP 

Place the protocols on the TCP/IP layer to which they are associated. 

Select and Place: 

Correct Answer: 
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TCP/IP defines a large set of protocols that allow communication between various devices on a network. TCP/IP
classifies the various protocols into different layers. Some of the common protocols are listed in the table below: 

 

QUESTION 2

Martha works as a Web Developer for XYZ CORP. She is developing a Web site for the company. In the Web site, she
uses multiple and overlapping style definitions to control the appearance of HTML elements. 

What is this technique known as? 

A. Style sheet 

B. Cascading Style Sheet 

C. Overlapping Style Sheet 
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D. Core sheet 

Correct Answer: B 

A CascadingStyle Sheet (CSS) is a separate text file that keeps track of design and formatting information, such as
colors, fonts, font sizes, and margins, used in Web pages. CSS is used to provide Web site authors greater control on
the appearance and presentation of their Web pages. It has codes that are interpreted and applied by the browser on to
the Web pages and their elements. CSS files have .css extension. There are three types of Cascading Style Sheets:
External Style Sheet Embedded Style Sheet Inline Style Sheet 

Answer: A is incorrect. A style sheet is a set of additional tags used to describe the appearance of individual HTML tags.
These tags can 

 

QUESTION 3

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He finds that the We-are-secure server is vulnerable to attacks. As a countermeasure, he suggests that the
Network Administrator should remove the IPP printing capability from the server. 

He is suggesting this as a countermeasure against __________. 

A. NetBIOS NULL session 

B. DNS zone transfer 

C. IIS buffer overflow 

D. SNMP enumeration 

Correct Answer: C 

Removing the IPP printing capability from a server is a good countermeasure against an IIS buffer overflow attack. A
Network Administrator should take the following steps to prevent a Web server from IIS buffer overflow attacks: 

Conduct frequent scans for server vulnerabilities. 

Install the upgrades of Microsoft service packs. 

Implement effective firewalls. 

Apply URLScan and IISLockdown utilities. 

Remove the IPP printing capability. 

Answer: B is incorrect. The following are the DNS zone transfer countermeasures: 

Do not allow 

DNS zone transfer using the DNS property sheet: 

a.

 Open DNS. 

b.
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 Right-click a DNS zone and click Properties. 

c.

 On the Zone Transfer tab, clear the Allow zone transfers check box. 

Configure the master DNS server to allow zone transfers only from secondary DNS servers: 

a.

 Open DNS. 

b.

 Right-click a DNS zone and click Properties. 

c.

 On the zone transfer tab, select the Allow zone transfers check box, and then do one of the following: 

To allow zone transfers only to the DNS servers listed on the name servers tab, click on the Only to the servers listed on
the Name Server tab. To allow zone transfers only to specific DNS servers, click Only to the following servers, and add 

the IP address of one or more servers. 

Deny all unauthorized inbound connections to TCP port 53. 

Implement DNS keys and encrypted DNS payloads. 

Answer: D is incorrect. The following are the countermeasures against SNMP enumeration: 

1.

 Removing the SNMP agent or disabling the SNMP service 

2.

 Changing the default PUBLIC community name when \\'shutting off SNMP\\' is not an option 

3.

 Implementing the Group Policy security option called Additional restrictions for anonymous connections 

4.

 Restricting access to NULL session pipes and NULL session shares 

5.

 Upgrading SNMP Version 1 with the latest version 

6.

 Implementing Access control list filtering to allow only access to the read-write community from approved stations or
subnets 

Answer: A is incorrect. NetBIOS NULL session vulnerabilities are hard to prevent, especially if NetBIOS is needed as
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part of the infrastructure. One or more of the following steps can be taken to limit NetBIOS NULL session vulnerabilities:
1.Removing the SNMP agent or disabling the SNMP service 2.Changing the default PUBLIC community name when
\\'shutting off SNMP\\' is not an option 3.Implementing the Group Policy security option called Additional restrictions for
anonymous connections 4.Restricting access to NULL session pipes and NULL session shares 5.UpgradingSNMP
Version 1 with the latest version 6.Implementing Access control list filtering to allow only access to the read-write
community from approved stations or subnets answer option A is incorrect. NetBIOS NULL session vulnerabilities are
hard to prevent, especially if NetBIOS is needed as part of the infrastructure. One or more of the following steps can be
taken to limit NetBIOS NULL session vulnerabilities: 

1.

 Null sessions require access to the TCP 139 or TCP 445 port, which can be disabled by a Network Administrator. 

2.

 A Network Administrator can also disable SMB services entirely on individual hosts by unbinding WINS Client TCP/IP
from the interface. 

3.

 A Network Administrator can also restrict the anonymous user by editing the registry values: a.Open regedit32, and go
to HKLM\SYSTEM\CurrentControlSet\LSA. 

b. Choose edit > add value. Value name: RestrictAnonymous Data Type: REG_WORD Value: 2 

 

QUESTION 4

You work as a Network Administrator for ABC Inc. The company needs a secured wireless network. To provide network
security to the company, you are required to configure a device that provides the best network perimeter security. 

Which of the following devices would you use to accomplish the task? 

A. Proxy server 

B. IDS 

C. Packet filtering firewall 

D. honeypot 

Correct Answer: C 

Packet filtering firewalls work on the first three layers of the OSI reference model, which means all the work is done
between the network and physical layers. When a packet originates from the sender and filters through a firewall, the
device checks for matches to any of the packet filtering rules that are configured in the firewall and drops or rejects the
packet accordingly. In a software firewall, packet filtering is done by a program called a packet filter. The packet filter
examines the header of each packet based on a specific set of rules, and on that basis, decides to prevent it from
passing (called DROP) or allow it to pass (called ACCEPT). A packet filter passes or blocks packets at a network
interface based on source and destination addresses, ports, or protocols. The process is used in conjunction with
packet mangling and Network Address Translation (NAT). Packet filtering is often part of a firewall program for
protecting a local network from unwanted intrusion. This type of firewall can be best used for network perimeter security.
Answer: B is incorrect. An Intrusion detection system (IDS) is software and/or hardware designed to detect unwanted
attempts at accessing, manipulating, and/or disabling of computer systems, mainly through a network, such as the
Internet. These attempts may take the form of attacks, as examples, by crackers, malware and/or disgruntled
employees. An IDS cannot directly detect attacks within properly encrypted traffic. An intrusion detection system is used
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to detect several types of malicious behaviors that can compromise the security and trust of a computer system. This
includes network attacks against vulnerable services, data driven attacks on applications, host based attacks such as
privilege escalation, unauthorized logins and access to sensitive files, and malware (viruses, Trojan horses, and
worms). Answer: A is incorrect. A proxy server exists between a client\\'s Web-browsing program and a real Internet
server. The purpose of the proxy server is to enhance the performance of user requests and filter requests. A proxy
server has a database called cache where the most frequently accessed Web pages are stored. The next time such
pages are requested, the proxy server is able to suffice the request locally, thereby greatly reducing the access time.
Only when a proxy server is unable to fulfill a request locally does it forward the request to a real Internet server. The
proxy server can also be used for filtering user requests. This may be done in order to prevent the users from visiting
non-genuine sites. Answer: D is incorrect. A honeypot is a term in computer terminology used for a trap that is set to
detect, deflect, or in some manner counteract attempts at unauthorized use of information systems. Generally it consists
of a computer, data, or a network site that appears to be part of a network, but is actually isolated, and monitored, and
which seems to contain information or a resource of value to attackers. 

 

QUESTION 5

DRAG DROP 

You work as a Network Administrator for Tech Perfect Inc. The company has a Windows Server 2008 network
environment. The network is configured as a Windows Active Directory-based single forest single domain network. The
company has recently provided laptops to its sales team members. You have configured access points in the network to
enable a wireless network. The company\\'s security policy states that all users using laptops must use smart cards for
authentication. Select and place the authentication method you are required to configure to implement the security
policy of the company. 

Select and Place: 

Correct Answer: 
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In order to ensure that the laptop users use smart cards for authentication, you will have to configure IEEE 802.1X
authentication using the EAP-TLS protocol on the network. 
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