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QUESTION 1

Which of the following statements are true about SSIDs? 

A. Configuring the same SSID as that of the other Wireless Access Points (WAPs) of other networks will create a
conflict. 

B. SSIDs are case insensitive text strings and have a maximum length of 64 characters. 

C. All wireless devices on a wireless network must have the same SSID in order to communicate with each other. 

D. SSID is used to identify a wireless network. 

Correct Answer: ACD 

SSID stands for Service SetIdentifier. It is used to identify a wireless network. SSIDs are case sensitive text strings and
have a maximum length of 32 characters. All wireless devices on a wireless network must have the same SSID in order
to communicate with each other. The SSID on computers and the devices in WLAN can be set manually and
automatically. Configuring the same SSID as that of the other Wireless Access Points (WAPs) of other networks will
create a conflict. A network administrator often uses a public SSID that is set on the access point. The access point
broadcasts SSID to all wireless devices within its range. Some newer wireless access points have the ability to disable
the automatic SSID broadcast feature in order to improve network security. 

 

QUESTION 2

Which of the following statements about the /etc/profile file are true? 

A. It allows a system administrator to create a default home directory for all new users on a computer. 

B. A user can change the settings of the /etc/profile file, but he cannot delete the file. It can only be deleted by the root
user. 

C. It can change the default umask value. 

D. It is used to configure and control system-wide default variables. 

Correct Answer: CD 

The /etc/profile file is used to configure and control system-wide default variables. It performs many operations, some of
which are as follows: 

Exporting variables Setting the umask value 

Sending mail messages to indicate that new mail has arrived 

Exporting variables Setting the umask value 

Sending mail messages to indicate that new mail has arrived 

Only the root user can configure and change the /etc/profile file for all users on the system. 

Answer: A is incorrect. The /etc/skel file allows a system administrator to create a default home directory for all new
users on a computer or network and thus to make certain that all users begin with the same settings. When a new
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account is 

created with a home directory, the entire contents of /etc/skel are copied into the new home directory location. The
home directory and its entire contents are then set to the new account\\'s UID and GID, making the new user owner of
the initial 

files. The system administrator can create files in /etc/skel that will provide a nice default environment for users. For
example, he might create a /etc/skel/.profile that sets the PATH environment variable for new users. 

Answer: B is incorrect. Only the root user can change the settings of the /etc/profile file. 

 

QUESTION 3

Which of the following tools works both as an encryption-cracking tool and as a keylogger? 

A. Magic Lantern 

B. KeyGhost Keylogger 

C. Alchemy Remote Executor 

D. SocketShield 

Correct Answer: A 

Magic Lantern works both as an encryption-cracking tool and as a keylogger. Answer: C is incorrect. Alchemy Remote
Executor is a system management tool that allows Network Administrators to execute programs on remote network
computers without leaving their workplace. From the hacker\\'s point of view, it can be useful for installing keyloggers,
spyware, Trojans, Windows rootkits and such. One necessary condition for using the Alchemy Remote Executor is that
the user/attacker must have the administrative passwords of the remote computers on which the malware is to be
installed. Answer: B is incorrect. The KeyGhost keylogger is a hardware keylogger that is used to log all keystrokes on a
computer. It is a tiny device that clips onto the keyboard cable. Once the KeyGhost keylogger is attached to the
computer, it quietly logs every key pressed on the keyboard into its own internal Flash memory (just as with smart
cards). When the log becomes full, it overwrites the oldest keystrokes with the newest ones. Answer: D is incorrect.
SocketShield provides a protection shield to a computer system against malware, viruses, spyware, and various types
of keyloggers. SocketShield provides protection at the following two levels: 

1. Blocking: In this level, SocketShield uses a list of IP addresses that are known as purveyor of exploits. All http
requests for any page in these domains are simply blocked. 2.Shielding: In this level, SocketShield blocks all the current
and past IP addresses that are the cause of unauthorized access. 

 

QUESTION 4

John works as a professional Ethical Hacker. He has been assigned a project to test the security of www.we-are-
secure.com. He copies the whole structure of the We-are-secure Web site to the local disk and obtains all the files on
the Web site. 

Which of the following techniques is he using to accomplish his task? 

A. Eavesdropping 

B. Fingerprinting 
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C. Web ripping 

D. TCP FTP proxy scanning 

Correct Answer: C 

Web ripping is a technique in which the attacker copies the whole structure of a Web site to the local disk and obtains all
files of the Web site. Web ripping helps an attacker to trace the loopholes of the Web site. Answer: A is incorrect.
Eavesdropping is the intentional interception of data (such as e-mail, username, password, credit card, or calling card
number) as it passes from a user\\'s computer to a server, or vice versa. There are high-tech methods of
eavesdropping. It has been demonstrated that a laser can be bounced off a window and vibrations caused by the
sounds inside the building can be collected and turned back into those sounds. The cost of high-tech surveillance has
made such instruments available only to the professional information gatherer, however. But as with all high-tech
electronics, falling prices are making these more affordable to a wider audience. Answer: D is incorrect. In TCP FTP
proxy (bounce attack) scanning, a scanner connects to an FTP server and requests it to start data transfer to a third
system. The scanner uses the PORT FTP command to find out whether or not the data transfer process is listening to
the target system at a certain port number. It then uses the LIST FTP command to list the current directory, and the
result is sent over the server. If the data transfer is successful, it clearly indicates that the port is open. If the port is
closed, the attacker receives the connection refused ICMP error message. Answer: B is incorrect. Fingerprinting is the
easiest way to detect the Operating System (OS)of a remote system. OS detection is important because, after knowing
the target system\\'s OS, it becomes easier to hack into the system. The comparison of data packets that are sent by
the target system is done by fingerprinting. The analysis of data packets gives the attacker a hint as to which operating
system is being used by the remote system. There are two types of fingerprinting techniques as follows: Active
fingerprinting 2.Passive fingerprinting 

In active fingerprinting ICMP messages are sent to the target system and the response message of the target system
shows which OS is being used by the remote system. In passive fingerprinting the number of hops reveals the OS of the
remote system. 

 

QUESTION 5

You work as a Network Administrator for XYZ CORP. The company has a Windows-based network. You are concerned
about the vulnerabilities existing in the network of the company. 

Which of the following can be a cause for making the network vulnerable? (Choose two) 

A. Use of well-known code 

B. Use of uncommon code 

C. Use of uncommon software 

D. Use of more physical connections 

Correct Answer: AD 

In computer security, the term vulnerability is a weakness which allows an attacker to reduce a system\\'s Information
Assurance. A computer or a network can be vulnerable due to the following reasons: 

Complexity: Large, complex systems increase the probability of flaws and unintended access points. 

Familiarity: Using common, well-known code, software, operating systems, and/or hardware increases the probability an
attacker has or can find the knowledge and tools to exploit the flaw. Connectivity: More physical connections, privileges, 

ports, protocols, and services and time each of those are accessible increase vulnerability. Password management
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flaws: The computer user uses weak passwords that could be discovered by brute force. The computer user stores the 

password on the computer where a program can access it. Users re-use passwords between many programs and
websites. 

Fundamental operating system design flaws: The operating system designer chooses to enforce sub optimal policies on
user/program management. For example, operating systems with policies such as default permit grant every program 

and every user full access to the entire computer. This operating system flaw allows viruses and malware to execute
commands on behalf of the administrator. Internet Website Browsing: Some Internet websites may contain harmful
Spyware 

or Adware that can be installed automatically on the computer systems. After visiting those websites, the computer
systems become infected and personal information will be collected and passed on to third party individuals. 

Software bugs: The programmer leaves an exploitable bug in a software program. The software bug may allow an
attacker to misuse an application. Unchecked user input: The program assumes that all user input is safe. Programs
that do 

not check user input can allow unintended direct execution of commands or SQL statements (known as Buffer
overflows, SQL injection or other non- validated inputs). 

Answers B, C are incorrect. Use of common software and common code can make a network vulnerable. 
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